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Executive Summary

This specification defines the implementation of SMS-based Two-Factor Authentication (2FA) for
Drop's high-value financial transactions. Drop already uses BankID for primary authentication —
this adds SMS OTP as a second factor for critical operations (remittance, QR payments, account
changes).

Key Points:

Scope: Transaction verification ONLY (not login replacement)

Target: Norwegian users (+47 validation)

Provider: SMS gateway integration (Twilio recommended, see comparison)
Storage: SQLite otp tokens table with 5-min expiry

Rate limiting: Anti-abuse protection per user/IP

Fallback: BankID re-auth if SMS fails

1. Requirements Analysis

1.1 Functional Requirements

ID Requirement Priority Rationale

FR-1 Send 6-digit OTP via SMS HIGH Primary security control
on remittance initiation



ID Requirement Priority Rationale

FR-2 Verify OTP before HIGH Prevents unauthorized
processing transaction transfers
FR-3 Rate limit OTP requests HIGH Anti-abuse, anti-spam

(3/hour per user)
FR-4 Expire OTP after 5 minutes HIGH Security best practice

FR-5 Support Norwegian phone HIGH Target market
numbers (+47)

FR-6 Block reused/expired OTPs HIGH Prevent replay attacks

FR-7 Fallback to BankID re-auth MEDIUM Accessibility, reliability
if SMS fails

FR-8 Audit log all OTP operations =~ MEDIUM Compliance, debugging

FR-9 Allow user to resend OTP MEDIUM UX improvement

(1x per transaction)

FR-10 Support OTP for QR MEDIUM Future feature parity
payments

1.2 Non-Functional Requirements

ID Requirement Target Measurement
NFR-1 SMS delivery time < 30 seconds Provider SLA
NFR-2 OTP generation time < 100ms Server-side perf
NFR-3 Verification latency < 200ms Database lookup +

validation

NFR-4 Availability 99.9% Provider uptime
NFR-5 SMS delivery rate > 95% Provider metrics
NFR-6 Cost per OTP < 0.10 NOK Budget constraint

1.3 User Stories

US-1: Remittance with OTP AS a Drop user WHEN | initiate a remittance transfer THEN | receive
an SMS with a 6-digit code AND | enter the code within 5 minutes AND the transaction proceeds
only if the code is correct

US-2: Failed SMS fallback AS a Drop user WHEN | don't receive the OTP SMS within 30 seconds
THEN | can request a resend (1x) OR re-authenticate with BankID AND the transaction completes
via the fallback method



US-3: Rate limiting protection AS a Drop user WHEN | request more than 3 OTPs in 1 hour THEN

| receive an error message AND must wait or use BankID fallback

2. SMS Provider Comparison

2.1 Provider Research

Provider

Twilio

MessageBird
(Bird)

Vonage

BudgetSMS

PSWinCom
(DASH)

Intelecom

Pricing
(Norway)

~$0.065 (~0.70
NOK)

~$0.008-0.065

€0.0057-0.0642
(~0.06-0.70
NOK)

€0.048 (~0.52
NOK)

Not public

Not public

Recommendation: Twilio

Rationale:

ke whN e

Delivery Time

< 10s

< 15s

< 20s

< 30s

Unknown

Unknown

Reliability

99.95%

99.9%

99.5%

95%

Unknown

Unknown

Proven reliability — 99.95% uptime, < 10s delivery globally
Developer-friendly — Node.js SDK, webhook support, excellent docs
Scalability — Auto-volume pricing, no manual negotiation
Norway coverage — Tier 1 country, consistent delivery
Cost acceptable — ~0.70 NOK per SMS, budget allows < 0.10 NOK per OTP (TBD: verify
with Alem)

6. Fallback options — Voice OTP available if SMS fails

Alternative: MessageBird (if cost is critical)

Integration
Complexity

Low (REST API)

Low (REST API)

Medium
(complex API)

Low (HTTP/XML)

Unknown

Unknown

Notes

Industry
standard, good
docs, auto-
scaling

90% cheaper
than Twilio on
bulk, Norway-
specific pricing
unclear

Voice fallback
available

Lower cost, lower
reliability

Norwegian
provider,
requires quote

Norwegian
provider,
requires quote



e 90% cheaper on bulk volume
e Need to verify Norway-specific pricing
e Slightly longer delivery time (< 15s vs < 10s)

Decision: Use Twilio for MVP. Re-evaluate cost after 1000 transactions.

2.2 Cost Analysis

Assumptions:

e 500 remittance transactions/month (MVP target)
e 1.2 OTP per transaction (20% resend rate)
e Twilio pricing: $0.065/SMS (~0.70 NOK)

Monthly Cost:

e 500 tx x 1.2 OTP = 600 SMS
¢ 600 x 0.70 NOK = 420 NOK/month (~€35)

Annual Cost: 5;000-NOK{(£420)

Cost per transaction: 0.84 NOK (acceptable for fintech)

3. Architecture Design

3.1 System Flow

| |
|  User |
| (Browser) |
| |

| 1. POST /api/transactions/remittance

v

Next.js API Route

/api/transactions/remittance

1. Validate transaction data
2. Check user KYC status
3. Generate 6-digit OTP



| 4. Store OTP in DB (expires 5min) |
| 5. Call Twilio API - send SMS |
| |
| |

6. Return transaction pending

I
| 2. SMS sent

v

Twilio

SMS API

T
| 3. Deliver SMS to +47 number

\4

User

| |
| |
|  (Phone) |
| |

| 4. User enters OTP code

v

Next.js API Route
/api/otp/verify

. Lookup OTP in DB

. Validate: not expired, correct

1

2

3. Mark OTP as used

4. Process transaction via PISP
5

. Return transaction completed

3.2 Database Schema

New Table: otp_tokens

CREATE TABLE IF NOT EXISTS otp tokens (

id TEXT PRIMARY KEY, -- otp XXXxx

user _id TEXT NOT NULL, -- FK to users.id

phone number TEXT NOT NULL, -- E.164 format (+47...)

code TEXT NOT NULL, -- 6-digit numeric code (plain, NOT hashed — short-lived)
purpose TEXT NOT NULL, -- 'remittance', 'qr_payment', 'account change'

transaction id TEXT, -- FK to transactions.id (nullable)



);

status TEXT NOT NULL, -- 'pending', 'verified', 'expired',
attempts INTEGER DEFAULT 0, -- Verification attempts (max 3)
resend _count INTEGER DEFAULT 0, -- Resend attempts (max 1)

created at TEXT DEFAULT (datetime('now')),

expires at TEXT NOT NULL, -- 5 minutes from created at
verified at TEXT, -- Timestamp when verified
ip_address TEXT, -- Request IP for audit
user_agent TEXT, -- Request user agent

FOREIGN KEY (user id) REFERENCES users(id),
FOREIGN KEY (transaction id) REFERENCES transactions(id)

CREATE INDEX idx otp user status ON otp tokens(user id, status);

CREATE INDEX idx otp expires ON otp tokens(expires at);

CREATE INDEX idx otp transaction ON otp tokens(transaction id);

Why NOT hash the OTP code?

Short-lived: 5-min expiry makes brute-force impractical
Single-use: Deleted/marked used after verification

'failed'

Performance: Plain lookup faster than bcrypt compare (< 200ms target)
Industry standard: Most OTP providers store plain (Twilio, AuthO, Firebase)

Security mitigations:

4.

Rate limiting (3 OTP requests/hour per user)
Max 3 verification attempts per OTP

SQLite file encryption at rest (OS-level)
Audit logging all OTP operations

AP| Endpoints

4.1 POST /api/otp/send

Purpose: Generate and send OTP via SMS

Request:



"purpose": "remittance",
"transactionId": "tx rem xyz123",

"phoneNumber": "+4798765432"

Response (200):

{
"success": true,
"data": {
"otpId": "otp abcl23",
"expiresAt": "2026-02-17T15:05:00Z",
"sentTo": "+47 XXX XX 432",
"canResend": true,
"resendAfter": "2026-02-17T15:01:00Z"
}
}
Validation:

User must be authenticated (JWT)
User must have KYC approved

Purpose must be: remittance, qr payment, account change
Phone number must be +47 (Norwegian)
Rate limit: 3 requests/hour per user

4.2 POST /api/otp/verify

Request:

"otpId": "otp abcl23",
"code": "123456",

"transactionId": "tx rem xyz123"

Response (200):

"success": true,



"data": {
"verified": true,

"transactionId": "tx rem xyz123"

4.3 POST /api/otp/resend

Request:

"otpId": "otp abcl23"

Response (200):

"success": true,

"data": {
"otpId": "otp_abcl23",
"sentTo": "+47 XXX XX 432",
"expiresAt": "2026-02-17T15:05:00Z"

5. Transaction Flow Integration

New Flow (with OTP 2FA):

1. POST /api/transactions/remittance
- Create transaction (status: pending 2fa)
- Generate OTP
- Send SMS

- Return 202 { otpId, transactionId }
2. User receives SMS, enters code

3. POST /api/otp/verify



{

Verify code

{

l

Initiate PISP payment

l

Return 200 { verified: true }

Update transaction (status: processing)

6. Rate Limiting Strategy

Scope Limit
Per User 3 OTP requests
Per IP 10 OTP requests
Per Phone 5 OTP requests
Verification 3 tries
Resend 1 resend

1 hour

1 hour

1 hour

Per OTP

Per OTP

Window

/. Security Considerations

Threat
SMS Interception HIGH
Brute Force MEDIUM
SMS Bombing MEDIUM
SIM Swap HIGH
Replay Attack LOW

Severity

Phone Number Validation

function validateNorwegianPhone(phone: string): boolean {

const cleaned = phone.replace(/[\s-]/g,
const regex = /"\+47\d{8}$/;

return regex.test(cleaned);

")

Action
Block, suggest BankID
Block, abuse detection
Block, anti-spam
Mark failed, require new

Block, suggest BankID

Mitigation

Short expiry (5 min), single-use, audit
log

Max 3 attempts, rate limiting
Rate limiting (3/hour per user)

BankID fallback, anomaly detection
(future)

Single-use, status tracking



8. Service Implementation

8.1 File Structure

src/drop-app/src/lib/services/

— otp.ts # NEW — OTP service
— twilio.ts # NEW — Twilio client
— index.ts # Export services

L—  tests /

— otp.test.ts

L— twilio.test.ts

8.2 OTP Service Interface

export interface OtpService {

generate(userId: string, phone: string, purpose: string)

: Promise<{ otpId: string;
expiresAt: string }>;

send(otpId: string): Promise<void>;

verify(otpId: string, code: string, userId: string): Promise<boolean>;

resend(otpId: string): Promise<void>;

cleanup(): Promise<void>; // Cron job

8.3 Twilio Service

Environment Variables:

TWILIO ACCOUNT_SID=AC...
TWILIO AUTH TOKEN=...

TWILIO FROM_ NUMBER=+47XXXXXXXX

9. Frontend Integration

9.1 Ul Components



OtpInput.tsx — 6-digit code input

e Auto-advance on digit entry
e Paste support

e Mobile numeric keyboard

e Accessibility (ARIA labels)

OtpDialog.tsx — Modal for OTP entry

Countdown timer (5 min)

Resend button (appears after 30s)
BankID fallback link

Error messages

10. Testing Strategy

Unit Tests:

e [] Generate OTP creates 6-digit code
e [] Verify OTP accepts correct code

e [] Verify OTP rejects wrong code

e [] Verify OTP rejects expired code

e [] Resend OTP blocks after 1 resend

Integration Tests:
e [ /api/otp/send requires auth + KYC
e [] /api/otp/verify validates code
e [] Rate limiting enforced

E2E Tests (Playwright):

e [] Complete remittance with OTP
e [] Resend OTP flow
e [] BanklID fallback

11. Deployment Plan

Phase 1: Backend (Week 1)

1. Database migration: otp tokens table



2. OTP service + Twilio service
3. APl routes: send, verify, resend
4. Unit + integration tests

Phase 2: Frontend (Week 2) 5. Otplnput + OtpDialog components 6. Modify remittance flow 7.
E2E tests

Phase 3: Deployment (Week 3) 8. Twilio production setup 9. Staging deployment + manual test
10. Production deploy (feature flag) 11. Monitor metrics 12. Enable for all users

Feature Flag

const OTP_ENABLED = process.env.FEATURE OTP 2FA === 'true';

Rollout: 10% — monitor -» 100%

12. Acceptance Criteria

Functional:

[0 User receives SMS OTP within 30s

[ User can verify OTP and complete transaction
[0 User can resend OTP (1x)

] Rate limiting blocks after 3/hour

[J OTP expires after 5 minutes

[ Audit log captures all operations

Non-Functional:

[] SMS delivery < 30s (95th percentile)
[l Verification latency < 200ms

[] Cost per OTP < 0.10 NOK

[ Availability > 99.9%

Security:

[] Norwegian phone validation (+47)
[1 Max 3 verification attempts

[] Single-use OTP



[ ] Audit log includes IP, user agent
[J HTTPS enforced

13. Cost & Timeline

Cost:

e SMS: 420 NOK/month (500 tx/month)
e Annual: ~5,000 NOK
e Cost per transaction: 0.84 NOK

Timeline:

Week 1: Backend
Week 2: Frontend
Week 3: Deployment
Total: 3 weeks

14. Risks & Mitigations

Risk Impact Probability
SMS delivery failures HIGH LOW
Cost overrun MEDIUM LOW
SIM swap attacks HIGH LOW
UX friction MEDIUM MEDIUM
Twilio outage HIGH VERY LOW

15. Future Enhancements

e Voice OTP fallback

e Authenticator app (TOTP)
Anomaly detection
Trusted devices (skip OTP)
International numbers
Multi-language SMS

Mitigation

BanklID fallback, 99.95%
SLA

Monitor, cap at 1000/month
BankID re-auth
Clear errors, fallback

BankID fallback



e Biometric verification
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Appendix A: SMS Templates

Norwegian:

Drop: Din bekreftelseskode er {CODE}. Koden utlgper om 5 minutter.

English:

2026-02-17

TBD

TBD

TBD

Date

Status
0 COMPLETE
[0 PENDING
[0 PENDING

[0 PENDING


https://www.twilio.com/en-us/sms/pricing/no
https://www.sent.dm/resources/norway-sms-pricing
https://bird.com/en-us/pricing/sms
https://www.engagelab.com/blog/otp-service-provider
https://www.smscountry.com/blog/top-otp-service-providers/
https://prelude.so/blog/best-sms-gateway-providers

Drop: Your verification code is {CODE}. Expires in 5 minutes.

Character Count: < 160 chars (1 SMS segment)

Appendix B: Error Messages

Code User Message Developer Note
otp_expired "Code expired. Request new code." OTP > 5 min
otp_invalid "Incorrect code. Try again." Wrong code
otp failed "Too many attempts. Request new 3+ attempts
code."
rate limited "Too many requests. Wait {X} 3+ in 1 hour
minutes."
sms_failed "SMS failed. Try resend or BankID." Twilio error
phone_invalid "Invalid phone. Use +47 number." Not Norwegian

END OF SPECIFICATION

MC Task #1189: Spec complete. Ready for review. Next Action: Submit to Alem for GO/NO-GO
decision. Estimated Implementation: 3 weeks (backend + frontend + deployment).
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