Phase 0 — Security Hardening

Phase 0 — Security Hardening

Status: [] Complete

Completion Date: 2026-04-17

Lead: Parisa Tabriz (Securion)

Evidence: 5 PO fixes, Makefile port, security Cl workflow

Overview

Phase 0 addresses critical security vulnerabilities before frontend/backend implementation. All
fixes are PO (must-have) per Securion threat model.

PO Fixes Implemented

1. CORS Configuration

Risk: Open CORS allows any origin to call APl (XSS, CSRF attacks)

Fix:

backend/src/main/kotlin/no/alai/dropsrbija/plugins/CORS. kt

Whitelist origins: http://localhost:3000 (dev), https://drop.rs (prod)
Credentials allowed: true (for JWT httpOnly cookies)

Exposed headers: Authorization, Content-Type

Validation:

# Block unauthorized origin
curl -H "Origin: https://evil.com" http://localhost:3003/health

# - No Access-Control-Allow-0rigin header

# Allow whitelisted origin
curl -H "Origin: http://localhost:3000" http://localhost:3003/health



# - Access-Control-Allow-0rigin: http://localhost:3000

Evidence: backend/src/test/kotlin/no/alai/dropsrbija/CORSTest.kt (3 tests passing)

2. EnvGuard (Startup Validation)

Risk: Missing env vars cause runtime failures (e.g., JWT_SECRET empty — unsigned tokens)
Fix:

e backend/src/main/kotlin/no/alai/dropsrbija/plugins/EnvGuard.kt
e Validates 12 required env vars at startup
e Fails fast (exits before accepting requests)

Required Env Vars:

val required = 1istOf(
"DATABASE URL",
"DATABASE_USER",
"DATABASE PASSWORD",
"PORT",
"JWT SECRET",
"JWT_EXPIRY_ SECONDS",
"NBS_IPS ENDPOINT",
"NBS IPS API KEY",
"REDIS URL",
"NEXT_PUBLIC API URL",
"NEXT PUBLIC APP_ LANGUAGE",
"SENTRY_DSN" // Optional but validated if set

Validation:

# Missing JWT SECRET
unset JWT SECRET
./gradlew run

# - ERROR: Missing required env var: JWT SECRET (exited)

# ALl vars present
export JWT SECRET=test secret 64 bytes long

./gradlew run



# - EnvGuard: All 12 required env vars present v

Evidence: backend/src/test/kotlin/no/alai/dropsrbija/EnvGuardTest.kt (2 tests passing)

3. Rate Limiting
Risk: Brute-force OTP attempts, DDoS on expensive endpoints
Fix:

e backend/src/main/kotlin/no/alai/dropsrbija/plugins/RateLimit.kt
e Global: 1000 reg/min per IP

e Auth: 10 OTP requests/hour per phone

e Transactions: 50 transactions/hour per user

e NBS IPS: 100 reg/min (respect NBS upstream limits)

Implementation:

// Per-phone rate limit (OTP requests)
suspend fun checkPhoneRateLimit(phone: String) {
val key = "otp:$phone"
val count = redis.incr(key)
if (count == 1L) redis.expire(key, 3600) // 1 hour TTL
if (count > 10) throw TooManyRequestsException("Max 10 OTP requests per hour")

Validation:

# Trigger rate limit
for i in {1..11}; do
curl -X POST http://localhost:3003/v1/auth/request-otp \
-H "Content-Type: application/json" \
-d '{"phone": "+381123456789"}"'
done

# - 11th request: 429 Too Many Requests

Evidence: backend/src/test/kotlin/no/alai/dropsrbija/RateLimitTest.kt (4 tests passing)

4. AuditLogger



Risk: No audit trail for sensitive actions (compliance violation, forensics gap)
Fix:

e backend/src/main/resources/db/migration/V1l audit log.sql (audit_log table)
e backend/src/main/kotlin/no/alai/dropsrbija/audit/AuditlLogger.kt
e Logs: login, OTP requests, transactions, KYC changes, ZZPL data access

Schema:

CREATE TABLE audit log (
id UUID PRIMARY KEY,
timestamp TIMESTAMPTZ NOT NULL DEFAULT NOW(),

user_id UUID, -- NULL for pre-auth events
action VARCHAR(50) NOT NULL, -- 'login', 'otp request', 'transaction', etc.
resource_type VARCHAR(50), -- 'user', 'transaction', 'kyc session'

resource id UUID,

ip _address INET,

user_agent TEXT,

metadata JSONB, -- Additional context

INDEX idx audit user (user id, timestamp DESC),

INDEX idx audit action (action, timestamp DESC)
);

Logged Actions:

e otp request — Phone OTP requested (IP, phone)

e otp verify success — OTP verified (user_id, phone)

e otp verify fail — Failed OTP attempt (phone, attempts remaining)
e login — User logged in (user_id, IP, user_agent)

e transaction create — Transaction initiated (tx_id, amount, recipient)
e kyc session start — KYC session started (user_id, session_id)

e kyc approved — KYC approved (user_id, session_id)

e data access request — ZZPL data export requested (user_id)
account_delete — User account deleted (user_id, soft_deleted)

Validation:

# Request OTP - check audit log
psql -h localhost -p 5436 -U dropsrbija -d dropsrbija dev \
-c "SELECT * FROM audit log WHERE action = 'otp request' ORDER BY timestamp DESC LIMIT 5;"

# - Shows recent OTP requests with phone, IP, timestamp

Evidence: backend/src/test/kotlin/no/alai/dropsrbija/audit/AuditLoggerTest.kt (6 tests passing)



5. Security Cl Workflow

Risk: Security regressions introduced in PRs (CORS misconfigured, rate limiting bypassed)
Fix:

e .github/workflows/security.yml
e Runs on every PR + push to develop/main
e Checks:
1. CORS headers present and configured
EnvGuard validates all required vars
Rate limiting endpoints reject excess requests
AuditLogger writes to audit_log table
No hardcoded secrets (gitleaks scan)

kW

Workflow:

name: Security Checks

on: [pull request, push]

jobs:
security:
runs-on: ubuntu-latest
steps:
- name: Run CORS tests
run: ./gradlew test --tests '*CORSTest'

- name: Run EnvGuard tests

run: ./gradlew test --tests '*EnvGuardTest'

- name: Run RatelLimit tests

run: ./gradlew test --tests '*RateLimitTest'

- name: Run AuditlLogger tests

run: ./gradlew test --tests '*AuditlLoggerTest'

- name: Scan for secrets

uses: gitleaks/gitleaks-action@v2

Validation:



e [] PR #42 (CORS fix): Security workflow passed

e [] PR #43 (EnvGuard): Security workflow passed

e [] PR #44 (Rate limiting): Security workflow passed
e [] PR #45 (AuditLogger): Security workflow passed

Evidence: .github/workflows/security.yml (exists + passing)

Makefile Port

Context: Drop Norway uses Makefile for common tasks. Drop Srbija v2 ports it to maintain
developer ergonomics.

File: Makefile

Commands:
.PHONY: help build test lint clean deploy

help: ## Show this help
Jegrep -E '~[a-zA-Z -]+:.*?## .*$$' $(MAKEFILE LIST) | awk 'BEGIN {FS = ":.*?## "}; {printf
"\033[36m%-20s\033[0m %s\n", $$1, $$2}'

build: ## Build backend + frontend
cd backend && ./gradlew buildFatJar
Ocd frontend && npm run build

test: ## Run all tests
Jcd backend && ./gradlew test
Ocd frontend && npm test

lint: ## Lint code
Jcd backend && ./gradlew ktlintCheck
gcd frontend && npm run lint

clean: ## Clean build artifacts
fJcd backend && ./gradlew clean

Orm -rf frontend/.next

deploy: ## Deploy to staging
0./scripts/deploy-staging.sh



Validation:

make help

# - Lists all commands with descriptions

make test

# - Runs backend + frontend tests (617 + 1721 passing)

Evidence: Makefile (exists, tested)

Branch Consolidation

Context: Phase 0 work scattered across feature branches. Consolidate to develop for Phase 1.
Branches Merged:

feat/cors-config — develop

feat/envguard — develop

1
2
3. feat/rate-limiting — develop
4. feat/audit-logger — develop
5

feat/security-ci — develop
Merge Strategy: Rebase + squash (clean linear history)

Validation:

git log --oneline develop | grep -E "(CORS|EnvGuard|RateLimit|AuditLogger|security)"

# - Shows 5 commits for Phase 0 fixes

Evidence: git log output (Phase 0 commits on develop)

Phase 0 Validation Evidence Matrix

Fix Test File Test Count Evidence Type
CORS CORSTest. kt 3 Unit tests (mock HTTP
requests)
EnvGuard EnvGuardTest.kt 2 Unit tests (env var

presence)



Fix

Rate Limiting

AuditLogger

Security CI

Makefile

Test File
RateLimitTest.kt 4
AuditLoggerTest.kt 6

.github/workflows/security. N/A
yml

Manual verification N/A

Total Phase 0 Tests: 15 (all passing)

Test Count

Evidence Type

Integration tests (Redis-
backed)

Integration tests
(PostgreSQL)

Cl workflow (passes on PRs)

Command execution
(smoke test)

Security Posture Assessment

Before Phase 0

Issue
Open CORS
Missing env validation
No rate limiting
No audit logging

No security CI

Risk Level

PO

PO

PO

P1

P1

After Phase O

Issue
Open CORS
Missing env validation
No rate limiting
No audit logging

No security CI

Risk Level

PO

PO

PO

P1

P1

Security Score: 0/5 —» 5/5 PO issues resolved

Status
Vulnerable
Runtime failures likely
DDoS + brute-force risk
Compliance gap

Regressions undetected

Status
Fixed (whitelist + tests)
Fixed (EnvGuard + tests)
Fixed (Redis-backed + tests)
Fixed (PostgreSQL + tests)

Fixed (workflow + passing)



Next Steps

Phase 0 is complete and validated. Phase 1 (Frontend Port) can proceed with secure foundation.
Handoff:

e [] All 5 PO fixes implemented and tested
e [1 Security Cl workflow passing

e [] Makefile ported

e [] Branch consolidation complete

e [] Evidence matrix documented

Recommended:

[] External penetration test (post-Phase 2 backend completion)

[l Securion re-audit after Phase 5 (NBS IPS integration)

Lead: Parisa Tabriz (Securion)

Validation: Angie Jones (Proveo)

Documentation: Skillforge
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