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ADR-014 — Hybrid Encryption
for L4 Restricted Fields

ADR-014 — Hybrid Encryption
for L4 Restricted Fields (PIB,
JMBG, OIB, JIB, IBAN)

44 ADR Number: ADR-014 Title: Use AES-256-GCM field-level encryption for JMBG
and OIB; rely on disk-level encryption + application-layer access controls for PIB,
JIB, and IBAN Date: 2026-02-25 Author: Petter Graff (Architect) Status:
Proposed Resolves: Conflict between SECURITY-ARCHITECTURE.md (2026-02-
20, "Column-level encryption: Not needed") and DATA-ENCRYPTION-POLICY.md /
COMPLIANCE-FRAMEWORK.md (2026-02-23, "AES-256-GCM field-level
encryption MANDATORY for all L4 fields")

1. Context

1.1 Situation

Bilko is a cloud accounting SaaSs targeting 50K-500K SMBs across Serbia, Bosnia & Herzegovina,
and Croatia. The database stores several categories of personal and financial identifiers classified
as L4 Restricted:

Field Identifier Type Jurisdiction Nature
JMBG (Jedinstveni maticni Unique citizen number RS, BA Personal -- encodes date
broj gradana) of birth, gender, region of

birth. Equivalent to SSN.
Assigned to natural persons
only.



Field Identifier Type Jurisdiction Nature

OIB (Osobni identifikacijski Personal identification HR Personal -- assigned to

broj) number every natural and legal
person in Croatia. 11-digit
number used across all
government and financial
interactions.

PIB (Poreski identifikacioni Tax identification number RS Business -- assigned to

broj) legal entities and
entrepreneurs for tax
purposes. Publicly visible on
invoices, SEF portal, APR

registry.
JIB (Jedinstveni Unique identification BA Business -- assigned to
identifikacioni broj) number legal entities for tax

purposes. Publicly visible on
UIO portal, court registry.

IBAN International Bank Account All Financial -- bank account
Number identifier. Semi-public
(printed on invoices, shared
for payment).

1.2 The Conflict

Two Bilko security documents contradict each other:
SECURITY-ARCHITECTURE.md (2026-02-20):

44 "Column-level encryption: Not needed (disk encryption sufficient for accounting
data)"

DATA-ENCRYPTION-POLICY.md and COMPLIANCE-FRAMEWORK.md (2026-02-23):

44 "AES-256-GCM field-level encryption MANDATORY for all L4 fields (PIB, JMBG,
OIB, JIB, IBAN)"

The earlier document (Security Architecture) was written from a pragmatic engineering
perspective. The later documents (Encryption Policy, Compliance Framework) were written from a
compliance/DPIA perspective and prescribed a blanket field-level encryption mandate for all L4
fields without differentiating between personal identifiers and business/financial identifiers.



1.3 Regulatory Analysis

GDPR Article 32 -- Security of Processing (Croatia)

GDPR Article 32 requires "appropriate technical and organisational measures to ensure a level of
security appropriate to the risk," taking into account:

1. The state of the art

2. The cost of implementation

3. The nature, scope, context, and purposes of processing

4. The risk of varying likelihood and severity for the rights and freedoms of natural persons

Encryption is listed as one example ("inter alia as appropriate: the pseudonymisation and
encryption of personal data") but is not a blanket requirement. The determination is risk-based.

GDPR Article 87 -- National Identification Numbers

Article 87 permits Member States to establish specific conditions for processing national
identification numbers. It requires "appropriate safeguards" but does not mandate encryption
specifically. Croatia (through AZOP) has not published binding guidance requiring field-level
encryption of OIB in databases, though OIB processing is subject to purpose limitation and data
minimization principles.

Serbia -- ZZPL (Sl. glasnik RS 87/2018)

Serbia's ZZPL is closely aligned with GDPR. Article 50 (equivalent to GDPR Art. 32) requires
"appropriate technical, organizational and personnel measures." The Serbian Commissioner
(Poverenik) has not published specific guidance mandating field-level encryption for JMBG or PIB.
However, JMBG is widely recognized as highly sensitive -- it encodes biographic information (date of
birth, gender, region) and its misuse enables identity fraud. The JMBG's sensitivity is acknowledged
in Serbian legal practice and the Commissioner's public statements.

Bosnia & Herzegovina -- ZZLP BiH (Sl. glasnik BiH 49/2006,
updated 2025)

The new ZZLP BiH (published February 28, 2025, entering force March 8, 2025) is harmonized with
GDPR. AZLP BiH guidance on technical measures mentions "encryption of data" and
"pseudonymization" as recommended measures. No specific mandate for field-level database
encryption exists, but the general requirement for "appropriate security measures" applies.

Summary: No Law Mandates Field-Level Encryption

No regulation in any of the three jurisdictions explicitly mandates application-level field-level

encryption for tax IDs or IBANs in databases. All three frameworks use GDPR-style language:

"appropriate technical measures proportionate to the risk." This means the decision is a risk-
based engineering judgment, not a binary legal requirement.



1.4 What Competitors Do

FreeAgent (UK accounting Saas,

Competitor

150K+ users)

Fiken (Norwegian accounting Saas,

70K+ users)

Minimax (Balkan/SEE accounting

Saas)

Approach

AES-256 encryption at rest for all

Evidence

FreeAgent Security

stored data. No public mention of
field-level encryption for specific
columns. Cyber Essentials Plus
certified. AWS Ireland hosting with ISO
27001/27017/27018 datacenter

compliance.

No publicly available security
architecture documentation. Cloud-

based, Norwegian-regulated. No
evidence of field-level encryption.

No publicly available security

architecture documentation. Cloud-
based. Standard privacy policy. No
evidence of field-level encryption for

tax identifiers.

General inference from public
documentation.

Minimax Privacy

Industry pattern: Accounting SaaS competitors rely on disk-level encryption at rest (AES-256,
provided by cloud hosting) combined with TLS in transit, access controls, and audit logging. None
publicly document field-level encryption for tax IDs or IBANs.

1.5 Risk Assessment by Field

JMBG

oiB

PIB

JIB

Field

Sensitivity if Breached

CRITICAL -- enables
identity fraud, encodes
DOB/gender/region,
irrevocable (cannot be
changed)

HIGH -- unique cross-
system identifier, used for
all gov/financial
interactions, difficult to
change

MEDIUM -- business tax ID,
publicly searchable on APR
(Serbian Business Registry)
and SEF portal

MEDIUM -- business tax ID,
publicly searchable on BiH
court registry and UIO
portal

Public Availability

NOT public -- protected by
law, not printed on invoices

Semi-public -- used widely
but not freely published

PUBLIC -- printed on every
invoice, searchable on gov
portals

PUBLIC -- printed on every
invoice, searchable on gov
portals

Risk Level

Highest

High

Medium

Medium


https://www.freeagent.com/features/security/
https://www.minimax.com/int/en/other/datenschutzerklarung/

Field Sensitivity if Breached

IBAN MEDIUM -- bank account
number, shared routinely
for payment purposes,

printed on invoices

Public Availability Risk Level

1.6 Technical Constraints

Prisma field-level encryption trade-offs:

Factor

Query limitations
Storage overhead

Performance

Key management

Prisma compatibility

Development complexity

2. Decision

We will use a hybrid approach:

Semi-public -- shared with Medium
every business partner for
payment

Impact

Encrypted fields cannot be filtered, sorted, or searched
with SQL operators. Only exact-match via HMAC hash
column is possible.

AES-256-GCM ciphertext is significantly larger than
plaintext (IV + auth tag + ciphertext, base64-encoded).
VARCHAR columns must be oversized.

Encrypt/decrypt on every read/write. No published
benchmarks for prisma-field-encryption, but crypto
operations add measurable latency per record. For batch
operations (e.g., 1000-invoice report filtering by buyer
PIB), overhead compounds.

Single FIELD ENCRYPTION KEY in Railway env var. Key
rotation requires re-encrypting all rows -- a migration-level
operation.

prisma-field-encryption library uses Prisma client
extensions (AES-256-GCM). Works but adds a dependency.
Raw SQL queries (used for financial reports per ADR-011)
bypass encryption middleware.

Developers must handle encrypted fields differently.
Debugging queries on encrypted columns is harder. Test
fixtures need encryption-aware setup.

Tier 1: Field-Level Encryption (AES-256-GCM)

-- JMBG and OIB only



These are personal identification numbers with high breach impact and no legitimate reason for
database-level querying by value:

e JMBG (Serbia/BiH citizen number): Encrypted at application layer before storage. HMAC-
SHA256 hash stored in jmbgHash column for exact-match lookup when required.

e OIB (Croatia personal/company ID): Encrypted at application layer before storage. HMAC-
SHA256 hash stored in oibHash column for exact-match lookup.

Implementation: Use prisma-field-encryption Prisma client extension with ///
@encryption:encrypt annotation on JMBG and OIB fields in schema.prisma. Add ///
@encryption:hash(jmbg) for searchable hash columns.

Rationale: I]MBG and OIB are irrevocable personal identifiers. A database breach exposing
plaintext JMBG enables identity fraud with no mitigation path for the victim (JMBG cannot be
changed). The risk justifies the query limitations and performance overhead because:

e These fields are rarely queried in bulk (lookup is by known value, not range/partial match)

e These fields are displayed to users infrequently (only on contact detail views, not list
views)

e The DPIA (section 3) already documents AES-256-GCM for these fields -- implementing it
fulfills the documented risk mitigation

Tier 2: Disk-Level Encryption + Application
Controls -- PIB, JIB, IBAN

These are business identifiers or semi-public financial data where the risk profile does not justify
the significant query/performance trade-offs of field-level encryption:

e PIB (Serbia tax ID): Publicly searchable on APR. Printed on every invoice. Encrypted at
disk level (Railway AES-256). Protected by org-scoping middleware, RBAC, audit trail, and
TLS in transit.

e JIB (BiH tax ID): Publicly searchable on court registry. Printed on every invoice. Same
controls as PIB.

e IBAN: Shared with every business partner for payment. Printed on invoices. Masked in list
responses (show last 4 digits only). Same disk-level + application-layer controls.

Rationale: Encrypting PIB at the field level when it is publicly available on Serbian government

portals (APR, efaktura.mfin.gov.rs) provides negligible additional security benefit while significantly
degrading query performance. The same applies to JIB. IBAN is routinely shared for payment and is

masked in API list responses. For all three, the defense-in-depth stack (disk encryption + TLS +
org-scoping + RBAC + audit trail + APl masking) provides security proportionate to the risk,
consistent with GDPR Article 32's risk-based approach.

Implementation Summary



Field

JMBG

OoIB

PIB

JIB

IBAN

Encryption Level

AES-256-GCM field-level

AES-256-GCM field-level

Disk-level (Railway AES-
256)

Disk-level (Railway AES-
256)

Disk-level (Railway AES-
256)

Key Management

e FIELD ENCRYPTION KEY : 32-byte hex string stored in Railway secrets. Used for JMBG and OIB

encryption only.

Search Support

HMAC-SHA256 hash for
exact match

HMAC-SHA256 hash for
exact match
Full SQL query support

Full SQL query support

Full SQL query support

Display Masking

Show only last 3 digits in Ul

Show only last 3 digits in Ul

Full value shown (public
data)

Full value shown (public
data)

Masked in list views (last 4
only), full in detail view

e FIELD HMAC KEY : Separate 32-byte hex string stored in Railway secrets. Used for
deterministic hash columns.
e Key rotation: Annual. Rotation requires a migration script to re-encrypt all JIMBG/OIB rows

-- scoped to Contact table only (manageable volume at MVP scale).

e Per Key Management Policy (POL-SEC-KM-001), keys are never committed to source code
and are provisioned only through Railway environment secrets or Vaultwarden.

3. Alternatives Considered

Option A: No field-level encryption for any L4
field (original Security Architecture position)

Pros:

breaches

Cons:

Zero query limitations -- PIB, JMBG, OIB, JIB, IBAN all fully searchable/sortable
Zero performance overhead from application-layer crypto
Simpler development -- no encryption middleware, no hash columns, no key management
Consistent with what competitors do (FreeAgent, Fiken, Minimax)
Disk-level encryption (Railway AES-256) protects against physical theft and disk-level



e A database breach (e.g., SQL injection bypassing Prisma, Railway compromise, backup
leak) exposes all JMBG/OIB in plaintext

e JMBG exposure is irrevocable -- victims cannot change their JMBG

e Contradicts the DPIA (section 3) which documents field-level encryption as a committed
mitigation

e Weaker posture for regulatory audits and GDPR accountability demonstrations

e Negligent if a breach occurs and DPA asks why field-level encryption was not
implemented despite being documented in the DPIA

Why not chosen: The risk of JMBG/OIB exposure in a breach is too high to leave unmitigated.
Removing a documented DPIA control without justification creates regulatory liability.

Option B: AES-256-GCM field-level encryption
for ALL L4 fields (Encryption Policy position) --
Selected with modification

Pros:

e Maximum defense-in-depth -- all L4 data encrypted at field level
e Simplest compliance narrative ("all sensitive data is encrypted at rest at the field level")
e Matches the DPIA and Encryption Policy as written

Cons:

e PIB and JIB are publicly available data -- encrypting them provides marginal security
benefit

e IBAN is shared routinely -- encrypting it adds complexity for minimal breach-impact
reduction

e Encrypting PIB/JIB breaks SQL WHERE clause filtering for invoice lookups by buyer tax ID --
a common query pattern for SEF e-invoice reconciliation and accounting workflows

e Encrypting IBAN breaks bank reconciliation queries

e Performance overhead on every invoice read/write for fields that are public or semi-public

e Over-engineering -- GDPR Art. 32 requires measures "appropriate to the risk," not
maximum possible measures

e No competitor in the accounting SaaS space implements field-level encryption for
business tax IDs

Why not chosen in full: Encrypting publicly available identifiers (PIB, JIB) at the field level fails
the GDPR Art. 32 proportionality test. The cost (query limitations, performance, complexity) is not
justified by the risk reduction (minimal, since the data is publicly accessible). However, the
principle of encrypting personal identifiers (JMBG, OIB) is correct and adopted.



Option C: Hybrid approach -- Encrypt IMBG and
OIB only (Selected)

Pros:

e Proportionate to risk: highest-sensitivity fields get strongest protection

e Preserves full query capability for business tax IDs (PIB, JIB) and IBAN -- critical for
accounting workflows

e Manageable scope: only Contact table fields encrypted, not Organization or BankAccount

e HMAC hash columns enable exact-match lookup for the encrypted fields

e Consistent with GDPR Art. 32 risk-based approach

e Defensible in regulatory audit: "we assessed risk per field and applied measures
proportionate to each"

e Limited performance impact: JMBG/OIB are read infrequently (contact detail views only)

Cons:

e More nuanced compliance narrative than "everything is encrypted"
e Two tiers of L4 data treatment requires clear documentation
e IBAN remains in plaintext at database level (mitigated by disk encryption + masking)

Risk accepted: A database breach would expose PIB, JIB, and IBAN in plaintext within the
encrypted disk. This is accepted because: (a) PIB and JIB are publicly available, (b) IBAN is routinely
shared and masked in APl responses, (c) disk-level encryption protects against
physical/infrastructure breaches, (d) org-scoping prevents cross-tenant access at application level.

Option D: PostgreSQL pgcrypto column-level
encryption (database-side)

Pros:

e Encryption happens at the database layer -- transparent to application code
e Works with raw SQL queries (unlike Prisma middleware)

Cons:

e Requires pgp sym encrypt() / pgp sym decrypt() in every query -- significantly increases
SQL complexity

e Key must be passed in every query or stored in a PostgreSQL session variable -- key
management is harder

e Railway managed PostgreSQL may not support pgcrypto extension

e Prisma has no native support for pgcrypto -- requires s$queryRaw for all encrypted field
operations, negating the benefits of the Prisma ORM (ADR-011)

e Breaks Prisma schema-as-code principle



Why not chosen: Incompatible with Prisma ORM and Railway managed PostgreSQL constraints.
Application-layer encryption via prisma-field-encryption is a better fit for the existing stack.

4. Consequences

4.1 Positive Consequences

e JMBG and OIB are protected against database breaches -- even full DB dump yields only
ciphertext

HMAC hash columns enable exact-match lookup without exposing plaintext

PIB, JIB, IBAN remain fully queryable -- no impact on accounting workflows, SEF
reconciliation, or bank reconciliation

Risk-proportionate approach is defensible under GDPR Art. 32 and ZZPL Art. 50

Aligns with DPIA documented mitigations (AES-256-GCM for personal identifiers)

Key management scope is limited (one encryption key, one HMAC key, scoped to two field
types)

4.2 Negative Consequences

e IMBG and OIB fields cannot be filtered, sorted, or partially matched in SQL -- only exact-
match via hash -- Mitigation: These fields are rarely queried in bulk; exact-match via
HMAC covers the primary use case (lookup by known value)

e prisma-field-encryption library is a third-party dependency (47ng/prisma-field-encryption,
MIT license) -- Mitigation: Library is well-maintained, 600+ GitHub stars, uses Node.js
native crypto module internally; can be replaced with custom Prisma extension if
abandoned

e Key rotation requires re-encryption migration -- Mitigation: Scoped to Contact table rows
only; at MVP scale (<10K contacts), migration completes in seconds

e Raw SQL queries (used for financial reports per ADR-011) bypass Prisma encryption
middleware -- Mitigation: JMBG/OIB are never included in financial report queries; they are
contact metadata, not transaction data

4.3 Technical Debt Created

e DATA-ENCRYPTION-POLICY.md and COMPLIANCE-FRAMEWORK.md must be updated to
reflect the tiered L4 approach (JMBG/OIB = field-level, PIB/JIB/IBAN = disk-level + controls)
instead of blanket "all L4 = field-level" -- Plan: Update immediately after ADR approval

e SECURITY-ARCHITECTURE.md line "Column-level encryption: Not needed" must be
updated to reflect the hybrid decision -- Plan: Update immediately after ADR approval

e DPIA data inventory table should differentiate encryption tier per field -- Plan: Update in
next DPIA revision



4.4 Schema Changes Required

model Contact {

// ... existing fields ...

// Tier 1: Field-level encrypted (AES-256-GCM)

jmbg String? @db.Text /// @encryption:encrypt -- Serbian/BiH citizen number
jmbgHash  String? @map("jmbg hash") @db.VarChar(64) /// @encryption:hash(jmbg)
oib String? @db.Text /// @encryption:encrypt -- Croatian personal ID
oibHash String? @map("oib _hash") @db.VarChar(64) /// @encryption:hash(oib)

// Tier 2: Disk-level encryption only (full query support)
// registrationNumber (PIB/JIB) -- already exists, no change

// vatNumber -- already exists, no change

model BankAccount {
// iban field -- already exists as @db.VarChar(50), no encryption change
// Protected by: disk encryption + org-scoping + RBAC + API masking

4.5 Environment Variables Required

# Generate with: openssl rand -hex 32
FIELD ENCRYPTION KEY=<64-char-hex-string> # AES-256 key for JMBG/0IB encryption
FIELD HMAC KEY=<64-char-hex-string> # HMAC-SHA256 key for hash columns

5. Decision Rationale Summary

The core insight driving this decision is that not all L4 data carries equal breach risk. The
original Security Architecture was too permissive (no field-level encryption at all). The Encryption
Policy was too aggressive (field-level encryption for publicly available business IDs). This ADR
resolves the conflict with a risk-proportionate hybrid:

1. JMBG/OIB: Irrevocable personal identifiers with high breach impact. Field-level encryption
is justified and proportionate.

2. PIB/JIB: Publicly available business identifiers. Field-level encryption adds cost without
meaningful risk reduction.



3. IBAN: Routinely shared financial identifier. APl masking + disk encryption is
proportionate.

This approach satisfies GDPR Article 32's "appropriate to the risk" standard, avoids the EDPB-
documented pitfall of "security theatre" (implementing controls that do not meaningfully reduce
risk), and preserves the query performance essential for accounting workflows.
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## 1. Context
### 1.1 Current State (tool-verified 2026-05-11)

The Kotlin/Ktor backend (" bil ko-api-denp”, C oud Run, europe-northl) serves three brand
host names (bil ko. cl oud, bil ko.conpany, bilko.io) via a single runtinme. ADR- 023 established
this as the deliberate transitional architecture. Market differentiation is currently
handl ed

by two mechani sns:

1. "~ ConplianceCal endar Servi ce. kt© —manual ~when(organization.country) branching
2. " StorecoveHr Fi skEl nvoi ceAdapter.kt™ —directly inplenents "Elnvoi ceAdapter™; no
“CountryPlugin® wapper exists

Nei t her mechani smis pluggable. Adding a fourth market requires editing shared service
files.
This violates the Open/d osed principle and creates unbounded audit surface

**\erified absence:** “find ... -nanme "CountryPlugin.kt""  returns zero results (v3 plan
82).

"TaxJurisdiction. kt™ currently has: "HR, RS, BA (BA conflates two distinct fisca
jurisdictions).

**JWI reality (tool-verified):** “Jw Service.kt™ enbeds “orgld” in the JW, NOT
‘org.country’.

The “org.country” value is fetched fromthe “organizations DB table via “orgld in the
request

m ddl eware. All DI wiring in this ADR reflects this two-step | ookup

### 1.2 Probl em
W thout a plugin abstraction:

- Each new market forces edits to "~ ConplianceCal endarService , “InvoiceService , and any
ot her service that branches on "organization.country" .

- The Open/C osed principle is violated: adding Bosnia FBi H requires nodifying existing
code across multiple files, not extending it.

- Tax auditors reviewing Croatian PDV conpliance nust read shared files that al so contain
Serbian PDV | ogic —audit surface is unbounded.

- " StorecoveHr Fi skEl nvoi ceAdapter”™ has no di spatch nechanismrouting "HR org, generate



invoice" to it cleanly.
### 1.3 BA Split Rationale

Bosni a- Her zegovina is not a single fiscal jurisdiction:

| Di mension | BA-FED | BA-

RS |

| | |

| Formal nane | Federacija BiH | Republika Srpska
entity |

| Tax authority | UOFB H (Uprava za indirektno oporezivanje FBiH) | Poreska Uprava
RS entity

| E-invoice platform| CPF (stub, mandatory ~2027) | U NO (stub,
nmandat ory TBD) |

| Filing pravilnik | FBiH Pravilnik o kontnom okviru | RS entity

Pravi | ni k [

| Company identifier | JIB (13 digits) | JIB (13

digits) |

| PDV rate | 17% standard, no reduced | 17% standard, na
reduced |

| Currency | BAM |

BAM |

A single "PluginBA" with internal branching reproduces the Variant B coupling problem
(ADR- bi | ko-002 83). The split is required.

## 2. Deci sion
### 2.1 TaxJurisdicti on Enum — Canoni cal Form

“TTkotlin
package no. al ai . bil ko. country

/**
* Canonical tax jurisdictions supported by Bilko.
*
* DB colum constraint: CHECK country code IN('"HR, "RS', "BA FED, 'BA RS)
* NOTE: BA bare value is retained in the Kotlin enumduring the V16 mgration w ndow
* to allow backfill of existing DB rows. Renpve BA after V16 validates on prod.
*
* See: ADR-015 82.1, Plan v3 86 Phase 1H.1
*/
enum cl ass TaxJurisdiction {
HR, /'l Croatia —EUR, Storecove/ Peppol via FINA AS4, PDV 25/13/5%
RS, /'l Serbia —RSD, SEF (Sisteme-faktura), PDV 20/10%
BA, /'l Bosnia bare val ue —DEPRECATED, retained for V16 backfill w ndow only
BA FED, // Bosnia FBiH —BAM CPF e-invoice (stub), UOFBiH FBiHPravilnik, PDV 17%
BA RS, // Bosnia RS entity —BAM UI NO (stub), Poreska Uprava RS entity, PDV 17%
}

**M gration note:** Flyway V16 backfills "BA? BA FED rows, then adds the NOT NULL + CHECK
constraint. "BA is renoved fromthe enumin a cleanup MC after V16 validates on prod.

### 2.2 CountryPlugin Interface —Full Contract

Witten to “apps/api/src/ min/kotlin/no/alail/bilko/country/ CountryPl ugin.kt".

**|nterface invariant:** Zero "if jurisdiction == branches in core services
("services/, “routes/” ). Al market differences are absorbed here.
““Tkotlin

package no. al ai . bil ko. country

i mport no. al ai . bi | ko. ei nvoi ce. Canoni cal I nvoi ce
i nport no. al ai . bil ko. ei nvoi ce. El nvoi ceAdapt er
i mport java.util.Currency

/**

* Per-jurisdiction plugin —single extension point for all market-specific behaviour.
*



* INVARIANT: No “if jurisdiction == X or “when(jurisdiction)™ branches in

* apps/ api/src/ mai n/kotlin/no/alai/bilko/{services,routes}/.

* All market differences are absorbed here. (ADR-bil ko-002 Variant C)

* | npl enent ati ons:

* Pl ugi nHR ? country/ hr/ Pl ugi nHR kt (Phase 1H —priority)

* Pl ugi nRS ? country/rs/ Pl uginRS. kt (stub, Phase 1S)

* Pl ugi nBAFED  ? country/ ba/ Pl ugi nBAFED. kt (stub, Phase 1B)

* Pl ugi nBARS ? country/ ba/ Pl ugi nBARS. kt (stub, Phase 1B)

*

* DI: plugins/Dl.kt registers all 4 in a Map<TaxJurisdiction, CountryPl ugin>.
* Resolution: orgld fromJW ? DB | ookup organi zations.country ? TaxJurisdiction.val ued ()
* ? PluginRegistry.resolve() (see ADR-015 82.4 for full pipeline).

*/

interface CountryPlugin {

/**

* Returns the tax jurisdiction this plugin handles.

* Used by PluginRegistry to route. Must be consistent with the plugin's
* registration key in the DI map.

*/

fun jurisdiction(): TaxJurisdiction

/*
* Cal cul ates VAT breakdown for the given canonical invoice.

*

* Returns [VatResult] containing item sed tax |ines per rate band.

* Core invoice service calls this; NEVER inspects jurisdiction directly.

*

* HR 25% (S —standard), 13% (AA —reduced-1), 5% (E —reduced-2), 0% (Z —
zer o/ export)

RS: 20% (standard), 10% (reduced), 0% (export)
BA-FED / BA-RS: 17% (standard), 0% (export)

*
*
* @hrows UnsupportedOperationException for stub inplenmentations (RS, BA)
*/
u

fun cal cul ateVat (i nvoi ce: Canoni cal I nvoi ce): VatResult

/**

* Generates jurisdiction-specific e-invoice bytes fromthe canonical nodel.

*

* Del egates to the platformspecific [ElnvoiceAdapter.serialize()] for this
jurisdiction.

* Returns the wire-format payload (UBL 2.1 XM. Storecove envel ope for HR, SEF XM for
RS) .

* Contract: OFFLINE —no network, no credentials required.

*

* @hrows UnsupportedOperati onException for stub inplenentations

*/

fun generat eEl nvoi ceXm (i nvoi ce: Canonical I nvoi ce): ByteArray

/**

* Submits a previously serialized e-invoice to the fiscal platform
*
* [receipt] bundles the serialized bytes from[generateElnvoiceXmi] with the
originating
[ Canoni cal I nvoi ce] for idenpotency key generation.
* Returns [Fiscal Subm ssionHandl e] with the platform subm ssion ID.
* Throws [no. al ai. bil ko. adapt er. Adapt er Exception] on all failure nodes.
*

*

* HR lifecycle: STUB until MC #8675 (Storecove account activation).
*/
fun submi t ToFi scal Pl atforn(recei pt: Fiscal Receipt): Fiscal Subm ssi onHandl e

/**

* Returns default Chart of Accounts entries for this jurisdiction.

*

* Called once on org creation to seed the tenant's account list with the

* mandatory Pravilni k accounts. Conpany nmay add or renane —these are nininmuns.
*

* HR FINA Kontni Plan (1l1-year retention)

* RS: Serbian Pravilnik (10-year retention)

* BA: FBiH/ RS entity Pravilnik (10-year retention)

*/

fun get Chart Of Account sDefaul ts(): List<ChartOf Account Entry>



Returns filing deadline schedule for this jurisdiction

Returns a sorted list of [FilingDeadline] for the next 12 nonths fromthe call date.
Used by ConplianceCal endar Service to popul ate per-org rem nder schedul es.

L I T

HR: quarterly PDV return (last working day of nonth after quarter end) + annual CT
(30 April)

* RS: monthly PDV return (within 15 days of nonth end)

* BA: FBiH/ RS entity PDV return schedul es

*/

fun getFilingDeadlines(): List<FilingDeadline>

*

/
Returns data retention policy for this jurisdiction

HR: 11 years —Zakon o ra?unovodstvu NN 78/2015, ?I. 10
RS: 10 years —Zakon o ra?unovodstvu RS
BA-FED / BA-RS: 10 years

L I

Used by the docunent archiving service to set per-org retention periods and by
the RLS audit partition (ADR-017 Phase 2B)

*

*/
fun getRetentionRules(): RetentionPolicy

*

/
Returns the functional currency for this jurisdiction

HR: Currency.getlnstance("EUR') —Croatia adopted EUR 2023-01-01
RS: Currency. getlnstance("RSD")
BA- FED / BA-RS: Currency. getlnstance("BAM)

L R

* Core invoice service validates Canonical | nvoi ce. currencyCode agai nst this on
creation.

*/

fun getCurrency(): Currency

/**

* Returns |ocal e-specific formatters for this jurisdiction.

*

* HR decimal ="."', thousands=',', date='dd. W yyyy', tz="Europe/Zagreb

* RS: decimal=',', thousands='.', date='dd. W yyyy', tz='Europe/ Bel grade
* BA: decimal=",', thousands='.', date='dd. M yyyy', tz='Europe/ Sarajevo

* Used by report generation, PDF invoices, and U date/ nunber display.

*/

fun getFormatters(): JurisdictionFormatters

/**

* Extension hook for jurisdiction-specific validation beyond the standard 8 nethods.
* Called by InvoiceService before invoice creation. Default inplenmentation is a no-op
* override to add market-specific business rules (e.g., HR OB cross-validation

* agai nst FINA conmpany registry once APRConpanyRegi stryAdapter is live).

*

* This hook is the designated extension point to avoid adding new required interface
* met hods for market-specific edge cases. See 83.2 for evolution contract.

*

@aram i nvoi ce draft canonical invoice before persistence
* @hrows no. al ai . bil ko. adapt er. Adapt er Excepti on wi th VALI DATI ON_BUSI NESS_RULE i f
invalid
*/
fun val i dat el nvoi ceFor Juri sdi ction(invoi ce: Canonical | nvoice) {
/'l Default: no-op. Override in Plugi nHR, PluginRS etc. as needed.
}

### 2.3 Supporting Val ue Types
Defined in “no.alai.bilko.country  package (or "no.al ai.bilko.country. nodel "):

“Tkotlin
/'l VAT cal cul ation result



data cl ass Vat Resul t(
val lines: List<VatLine>,
val total Vat Anount: java. mat h. Bi gDeci nal ,
val total Taxabl eAnount: java. mat h. Bi gDeci nmal ,

)
data class Vat Li ne(

val rate: java.nmath. Bi gDeci nal, /'l e.g. BigDecinmal("25.0000")

val category: no.al ai.bilko.einvoi ce. TaxCat egory,

val taxabl eAnpunt: java. math. Bi gDeci mal ,

val taxAnmount: java. nmath. Bi gDeci mal,

val description: String, /'l Hurman-readable, e.g. "HR standard PDV 25%
)

/'l Fiscal subm ssion input
data cl ass Fi scal Recei pt (
val serializedlnvoice: ByteArray,
val canoni cal I nvoi ce: no. al ai . bi | ko. ei nvoi ce. Canoni cal | nvoi ce,

)

data cl ass Fi scal Subni ssi onHandl e(
val platform nvoiceld: String, /] Storecove GUID, SEF ID etc.
val initial Status: no.al ai.bilko. einvoice. El nvoi ceSt at us,
val subnmittedAt: java.tine.lnstant,

)

/'l Chart of Accounts entry
data class Chart O Account Ent ry(

val code: String, /Il e.g. "1300" (HR) or "204" (RS)
val nanme: String,
val type: Account Type, /1 ASSET, LIABILITY, EQU TY, |NCOVE, EXPENSE

val vatTreatnment: String?,

)

/1 Filing deadline
data class FilingDeadline(

val name: String, /'l e.g. "Quarterly PDV return QL 2026"
val dueDate: java.tine.Local Date,
val authority: String, /'l e.g. "Porezna uprava HR (ePorezna)"

val periodStart: java.tine.Local Date,
val periodEnd: java.tine.Local Date,

)

/| Data retention
data class RetentionPolicy(

val years: Int, /1 10 or 11 depending on jurisdiction
val | egal Basis: String, /'l Statutory reference
val jurisdiction: TaxJurisdiction,
/'l Formatters
data class JurisdictionFormatters(
val deci mal Separator: Char,
val thousandsSeparator: Char,
val datePattern: String, /1 1SO strftime-conpatible, e.g. "dd. MM yyyy"
val tinmeZoneld: String, /1 1TANA tz, e.g. "Europe/Zagreb"

val currencySynbol: String,
val currencyPosition: CurrencyPosition, // PREFIX or SUFFI X

)
enum cl ass CurrencyPosition { PREFIX SUFFIX }

### 2.4 DI Wring Strategy

**JWI reality:** The JWI access token contains “orgld only (verified in ~Jw Service. kt"
lines 35-45). The “org.country’ value is NOT enbedded in the JWI. It is fetched fromthe
‘organi zations® DB table at request tinme by mddl eware before the route handl er runs.

**Resol ution pipeline:**
HTTP request

? JWI validation (Jw Service. verifyAccessToken)
? extract orgld fromJW claim"orgld"



DB: SELECT country FROM organi zations WHERE id = orgld (OrgScopePlugin / m ddl eware)
TaxJuri sdi ction. val ued (country)

Pl ugi nRegi stry. resol ve(jurisdiction)

CountryPl ugi n di spatch

N N N )

**Dl registration in “plugins/DI.kt :**

" Tkotlin
/'l Phase 1H Task 1H. 4
val plugi nRegi stry: Map<TaxJurisdiction, CountryPlugin> = mapO (

TaxJuri sdi cti on. HR to Pl ugi nHR( St or ecoveHr Fi skEl nvoi ceAdapter()),
TaxJuri sdiction. RS to Plugi nRS(), /'l stub —Phase 1S
TaxJurisdiction. BA_ FED to Pl ugi nBAFED() , /'l stub —Phase 1B
TaxJurisdiction.BA RS to Plugi nBARS(), /'l stub —Phase 1B

)

/1 I'n Koin nodul e:
si ngl e<Map<TaxJuri sdi ction, CountryPlugi n>> { pluginRegistry }

/'l Resol ution hel per (usable from any Koin-injected service):
fun resol vePl ugi n(
jurisdiction: TaxJurisdiction,
regi stry: Map<TaxJuri sdiction, CountryPlugin>
): CountryPlugin = registry[jurisdiction]
?: throw ||l egal St ateException(
"No CountryPlugin registered for $jurisdiction —check DI .kt registration”
)

**Services that need a “~CountryPlugin receive it via constructor injection:**

T kotlin
cl ass | nvoi ceServi ce(
private val pluginRegistry: Map<TaxJurisdiction, CountryPlugin>

/'l ... other deps
) |
private fun plugin(org: O ganization): CountryPlugin =
resol vePl ugi n( TaxJuri sdi cti on. val ueO (org. country), plugi nRegistry)
}

### 2.5 OrgScopePl ugi n Sequenci ng Deci si on

**Deci sion: CountryPlugin resolution runs AFTER OrgScopePl ugin (org isolation
m ddl eware) . **

Rat i onal e:

1. **Security gate nmust run first.** O gScopePlugin validates that the authenticated user
bel ongs to the org being operated on and sets the “app.current_org_id Postgres session
variable for RLS PERM SSI VE enforcenent (Phase 2A). This is a security boundary; no
busi ness | ogi ¢ shoul d execute before it.

2. **CountryPl ugin requires an authenticated, org-scoped context.** Resolving a
“CountryPlugin® requires reading ~organizations.country’ fromDB, which in turn requires
a verified "orgld . OgScopePlugin is what establishes and validates that “orgld

3. **Failure node is clean.** |f O gScopePlugin fails (user not in org, org not found),
the request is rejected with 403 before CountryPlugin resolution is attenpted. No
country-specific logic runs on unauthenticated requests.

**Execution order in the Ktor pipeline:**

1. Authentication plugin (JW validation)
2. OrgScopePl ugin
a. Validate user.org_id matches the resource being accessed
b. SET app.current_org_id = :orgld (for RLS)
c. Fetch org record ? popul ate OrgContext (includes org.country)
3. CountryPlugin resol ution:
a. TaxJurisdiction. val ue (orgCont ext.country)
b. resol vePlugin(jurisdiction) ? inject into route handler
4. Route handl er executes with both O gContext and CountryPlugin avail abl e



**Parisa Tabriz (Securion) note:** O gScopePlugin nmust conplete step 2b before any
CountryPlugin nethod is called. This ensures the RLS session variable is set before any
DB query inside the plugin executes. Violating this order creates a w ndow where a
CountryPlugin DB query runs without the RLS filter active.

### 2.6 TypeScript Packages —Separate Concern

The five TypeScript packages (" packages/donmin-rs’, "~packages/donain-hr", " packages/domai n-
ba’,

" packages/ domai n-ba-fed’, "~ packages/domain-ba-rs’) contain frontend donain types conpiled
to

“dist/° . They are **not |oaded by the Kotlin runtine** and are **not in scope for this
ADR* *

The “TaxJdurisdiction® enum val ues nmust remain consistent between the Kotlin enum and any
TypeScri pt enuns in these packages (sane string values: ""HR'", ""RS"", ""BA FED'",

“"BA RS").

That alignnent is enforced at the APl boundary (JWI claimand REST APl JSON) —not via
a shared runti me dependency.

Backwards conpatibility rule: if ~TaxJurisdiction gains a new value (e.g., “SI° for
Sl oveni a),

the correspondi ng TypeScri pt packages nust be updated in the sane PR This is a
docunent ati on

constraint, not a conpile-tine enforcenent.

## 3. Enforcenent
### 3.1 Linting Rule

A custom Detekt rule nust reject any file in
“apps/ api/src/ mai n/ kotlin/no/alai/bilko/{services,routes}/" that contains patterns:

- Jif.*jurisdiction’
- “when. *jurisdiction
- if.*country ==

- “when. *country’

This rule is a Phase 1H Cl gate. It runs before any Phase 1H code nerges to nain.
The rule is not applied to “country/” package itself (plugin inplenmentations may
internally branch on jurisdiction during their own construction if absolutely necessary).

### 3.2 Interface Evolution Contract
Wien a new nethod nust be added to "~ CountryPl ugin :

1. **Prefer the extension hook** ("validatelnvoiceForJurisdiction ) for market-specific
val idation that does not generalise across all markets.
2. If a new nethod is genuinely cross-market: add it with a default body that throws
" Unsupport edQper ati onException("Not inplenmented for $jurisdiction —see MC #XXXX") .
3. Override in "PluginHR (priority market) first; other plugins followin their phase.
4. Default throws surface as clear runtine errors, not silent wong behaviour.

## 4. I nplementation Path

| Phase | Task |
Files | Status |
| e I |
| Phase 0 | This ADR |
“docs/architecture/ ADR-015-...nd" | DONE |
| Phase 1H. 1 | "“TaxJurisdiction  expanded "{HR RS, BA BA FED, BA RS}" |
“TaxJurisdiction. kt® | Bl ocked by 0 |
| Phase 1H. 1 | ~CountryPlugin.kt  interface + supporting types witten |
“country/ CountryPl ugi n. kt© (NEW | Bl ocked by 0 |
| Phase 1H. 2 | “Plugi nHR inplenented (9 nethods + hook) |
“country/ hr/Plugi nHR kt ™ ( NEW | Blocked by 1H. 1 |
| Phase 1H. 3 | “PluginRS, " Plugi nBAFED , " Pl ugi nBARS st ubs |
“country/{rs, ba}/ Pl ugin*. kt" | Blocked by 1H. 1 |

| Phase 1H. 4 | DI registration; O gScopePlugin order enforced |



“plugins/Dl. kt® | Bl ocked by 1H. 2+3
| Phase 1H. 5 | Flyway V16 —backfill BA?BA FED, add NOT NULL + CHECK

"V16__country_jurisdiction_constraint.sql”™ | Blocked by 0'3

| Phase 1S | "PluginRS fully inplenmented |
“country/rs/ Plugi nRS. kt° | Post-HR GA |

| Phase 1B | "~ Plugi nBAFED , " Pl ugi nBARS i npl enented |
“country/ba/Plugin*. kt" | Post-RS GA |

## 5. Conseguences
### 5.1 Positive

- **Fifth narket = one new file.** Adding Slovenia (SI) requires “PluginSl.kt , one D
registration, and “SI° added to ~TaxJurisdiction . Zero core service changes.

- **Bounded audit surface.** Croatian PDV auditors read “country/hr/Plugi nHR kt~ only.

- **Team parallelism** HR sprint and RS sprint work concurrently on separate files.

- **Versioned CoA ** "getChart Of Account sDefaul ts()  seeds Pravilnik data; rate changes
handl ed via the versioned “chart_of accounts™ table (ADR-017 82.4).

### 5.2 Negative

- **New requi red nethod touches all 4 inplenentations.** Mtigation: default throw pattern
(83.2) + extension hook for non-cross-cutting additions.

- **Boilerplate at scaffolding tine.** Each market: ~9 nethod bodi es, CoA seed data, test
harness. Estimate: 2 days per market for the core plugin scaffold.

- **OrgScopePl ugi n coupling.** CountryPlugin resolution depends on O gScopePl ugi n havi ng
run and fetched the org record. If O gScopePlugin is ever refactored, the CountryPl ugin
resolution pipeline nust be updated in | ockstep

### 5.3 Ri sks

- **Jurisdiction if-branches in core services.** Deadline pressure |leads to
“if (jurisdiction == TaxJurisdiction.HR)" shortcuts. **Mtigation:** Detekt rule (83.1).
- **Stub plugin HTTP 500.** If "PluginRS is a stub and an RS user triggers
“cal cul atevat () 7,
“Unsupport edQper ati onExcepti on” propagates as HTTP 500. **Mtigation:** DI registry
shoul d
check “lifecycleState' at request tinme and return HTTP 503 (narket feature not
avail abl e) .
- **BA backfill assunption.** V16 migrates "BA? BA FED as default. If any existing BA
org is actually RS entity, the assunption is wong. **Mtigation:** CEO notified before
V16 runs on prod; manual verification of all BA rows (currently O paying custoners).

## 6. References

| Reference |
Pat h |
Li nes Referenced

I
| “TaxJurisdiction.kt™ (current)
“apps/ api / src/ mai n/ kot lin/no/al ai/bilko/country/ TaxJuri sdi ction. kt" |
1-23 |
| “JIwtService.kt® (JWF clains —orgld only) |
“apps/ api / src/ mai n/ kotlin/no/al ai/bil ko/auth/Jwt Service. kt" |
35-45 |
| " BilkoPrincipal.kt" |
“apps/ api/src/ main/kotlin/no/alai/bilko/auth/BilkoPrincipal.kt® |
1-10
| T Elnvoi ceAdapter” interface |
“apps/ api / src/ mai n/ kot lin/ no/al ai / bi | ko/ ei nvoi ce/ El nvoi ceTypes. kt " |
200-224
| " StorecoveHrFi skEl nvoi ceAdapter. kt™ (HR reference)
“apps/ api / src/ mai n/ kotlin/no/alai/bilko/country/hr/StorecoveHr Fi skEl nvoi ceAdapter. kt™ |
537-777
| "DI.kt® (current Koin nmodule —no country plugin yet)
“apps/ api/ src/ mai n/ kotlin/no/alai/bilko/plugins/Dl.kt" |
1-67
| Plan v3 82 current state truth | *~~/system specs/bilko-multi-
mar ket - ar chi t ect ur e- pl an-v3-2026- 05- 11. nd’ | 28-73



| Plan v3 84a (Option D not triggered) | ~~/system specs/bilko-multi-

nmar ket - ar chi t ect ur e- pl an-v3- 2026- 05- 11. nd” | 100-119 |
| Plan v3 84b (Phase 0 ADR scope) | ~~/system specs/bilko-multi-
mar ket - ar chi t ect ur e- pl an-v3-2026- 05- 11. nd’ | 121-133 |
| Plan v3 86 Phase 0' Task 0'1 | ~~/systen specs/bil ko-multi-
mar ket - ar chi t ect ur e- pl an-v3-2026- 05- 11. nd’ | 246-255 |

## 7. Approval

**Status:** Accepted —no CEO sign required (architecture contract, not data mgration)
**Unbl ocks: **

- Phase 1H Task 1H.1: "“TaxJurisdiction enum expansion + "~ CountryPlugin. kt"

- Phase 1H Task 1H.2: "“Plugi nHR i nplenentation

- ADR-016: El nvoi ceAdapter contract (referenced from " generateEl nvoiceXm () )
- ADR-019: Adapter Registry (referenced from submtToFiscal Platform() ")

| Role | Sign | Date |
| | o |- |
| Architecture Lead (Petter Gaff) | Signed | 2026-05-13 |
| CEO (Al em BaSi?) | Not required for interface ADR | — |

## 8. Document History

| Date | Aut hor

| 2026-05-11 | Petter Gaff | vl —Phase 0' initial (M
#100362)

I
| 2026-05-13 | Petter Gaff | v2 —MC #100585: OrgScopePl ugi n sequenci ng deci sion; JWI
reality (orgld, not country claim; extension hook "validatelnvoi ceForJurisdiction;
TypeScri pt packages backwards-conpat section; DI wiring corrected to reflect actual
Jwt Service contract |



ADR-016: EInvoice Adapter
Lifecycle and Contract

# ADR-016 —EIl nvoi ceAdapter Lifecycle and Contract

**Status:** Accepted

**Date: ** 2026- 05-13

**Aut hor: ** Petter Graff (CodeCraft —Architecture Lead)

**Fi nverge Co-author:** Markos Zachariadis (Paynments & Fiscal |ntegration)

**Deci si on- maker: ** CEO Al em BaSi?

**MC Task: ** #100585 (Phase 0' ADR Consolidati on —ElI nvoi ceAdapter |ifecycle)

** Super sedes: ** ADR-016 v1 (2026-05-11, MC #100362) —this is the authoritative version
**Cross-references: **

- ADR-015 (CountryPl ugin — generateEl nvoi ceXm ()" and " subnitToFiscal Platforn()  del egate

to adapters)

- ADR-019 (Integration Adapter Registry —  AdapterConfig , secret taxonomy, categories)

- ADR-023 83.3 (backend country differentiati on —market sel ected before adapter dispatch)

- “apps/api/src/ main/kotlin/no/alail/bilko/einvoicel/Elnvoi ceTypes. kt~ (canonical types on

di sk)

- “apps/api/src/ main/kotlin/no/alailbilko/country/hr/StorecoveHr Fi skEl nvoi ceAdapter. kt™ (HF
ref erence)

- Plan v3 84b ADR-016 requirenent + 84d HR critical path — ~/systenf specs/bil ko-nulti-

nmar ket - ar chi t ect ur e- pl an-v3-2026- 05- 11. nd”

## 1. Cont ext
### 1.1 The Four-Pl atform Probl em

Bil ko targets four tax jurisdictions with four inconpatible e-invoice fiscal platforns:

| Market | Platform | Transport | Fornmat |

St at us |

EEEEEE | s | e | |
HR | HR-FISK / FINA via Storecove | Peppol AS4 | UBL 2.1 + HR CIUS |

STUB (MC #8675) |

| RS | SEF (efaktura.gov.rs) | REST API | SEF XM. (Serbian-specific) |

Phase 1S

| BA-FED | CPF (Centralna platforma za fakture) | TBD ~2027 | TBD |

Phase 1B

| BA-RS | U NO (stub nane) | TBD | TBD |

Phase 1B |

W thout a canonical abstraction, each platformis integration detail bleeds into the core
i nvoi ce service —reproducing the Variant B coupling problem (ADR-bil ko-002 8§3).

### 1.2 Existing Types on Disk (verified 2026-05-11)

“Elnvoi ceTypes. kt ° al ready defines (lines 1-224):

- " AdapterLifecycleState” enum ~STUB, ~SANDBOX VERI FIED , " PRODUCTI ON'

- "ElnvoiceStatus® enum “PENDI NG, “APPROVED , "REJECTED , "CANCELLED , "ERROR

- “Invoi ceTypeCode : UNTDI D codes 380, 381, 383, 384
- “Address’, “Partylnfo  / “Party  typealias

- "~ Paynment Means’: " paynment MeansCode’, "~ paynent Reference’, “iban’
- “TaxCategory enum °S, Z, E K G O AE per EN 16931 BT-118
- “TaxBreakdown™, “IlnvoiceLine, “Canonicallnvoice, “SubmtResult , “InvoiceTotals’

- "Elnvoi ceAdapter” interface with 4 nethods + 2 properties
“Adapt er Types. kt© (in “no.alai.bilko.adapter”) defines:

- “AdapterErrorCode’ enumw th 10 codes including “NOT_| MPLEMENTED
- " Adapt er Excepti on(code, nmarket, retryable, rawPayl oad, nessage, cause)’



The "Elnvoi ceAdapter™ interface and lifecycle states exist but are not fornmally docunented.
" StorecoveHr Fi skEl nvoi ceAdapter™ inplenents the interface — serialize()” is fully

oper at i onal

offline; all other nethods throw ~NOT_|I MPLEMENTED . This ADR fornalises the contract and
Iifecycle governance.

## 2. Deci sion
### 2.1 Elnvoi ceAdapter Interface —Formal Contract

Defined in “apps/api/src/main/kotlin/no/alai/bilko/einvoicelElnvoi ceTypes. kt™ |ines
200-224.
Reproduced here as the normative specification with full contract annotations:

T kotlin
i nterface Elnvoi ceAdapter {
val jurisdiction: TaxJurisdiction
val lifecycleState: AdapterlLifecycleState

/

*

Serialize a canonical invoice to the adapter-specific wire fornmat.

CONTRACT:
- MJST be offline-capable —no network, no credentials required.
- MJST be deterministic: same [invoice] input produces identical bytes.
- MJUST NOT log raw PI'l fields (OB, |IBAN, docunment_data) —call sanitizeForLog().
- Returns the full wire-format payload for the platform
HR: Storecove JSON envel ope wapping UBL 2.1 XM
RS: SEF XML (Serbian M nistry of Finance schemm)
BA: CPF/ U NO platform format (TBD)
- Throws Adapt er Excepti on( VALI DATI ON_BUSI NESS RULE) for constraint violations
(non-EUR currency for HR, invalid OB, enpty lines, etc.)
- Adapter Config.enabl ed check is NOT perforned here —callers check before invoking.
* - This method is ALWAYS avail able, even in STUB |lifecycle.
*/
fun serialize(invoice: Canonicallnvoice): ByteArray

L I I S S

*

/
Submit the serialized invoice bytes to the fiscal platform

CONTRACT:

- Requires live credentials (APl key, QAuth token, or certificate).

- MJST include an idenpotency key (platformspecific —see §2.3).

- Returns Subm tResult on success; throws AdapterException on ALL failures.

- NEVER propagates platformnative exceptions (Ktor ResponseException, etc.) —
map every platform exception to AdapterException before propagating.

- Inplenentations in STUB |lifecycle MJUST throw NOT_| MPLEMENTED (see 82.5).

- ldenmpotency: platforns may return 409 DUPLI CATE on re-subm ssion.
Call er should treat 409 as success —extract submission ID fromerror body.

L S I R N

@ar am serializedl nvoice bytes fromserialize()
@ar am i nvoi ce original Canonical Il nvoi ce (needed for idenpotency key generation)

*

*/
fun subm t(serializedlnvoice: ByteArray, invoice: Canonicallnvoice): SubmtResult
/ *

Poll the fiscal platformfor the current status of a submitted invoice.

CONTRACT:
- [submissionld] is Subm tResult.platform nvoiceld fromsubmt().
- Returns current ElnvoiceStatus.
* - This method is | DEMPOTENT —safe to call multiple tines with the sane
submi ssi onl d.
* - Callers inplement exponential backoff; this nmethod does NOT retry internally.
* - Inplementations in STUB |ifecycle MUST throw NOT_I MPLEMENTED (see §2.5).
* - NEVER | og rawPayl oad w t hout sanitizeForLog().
*
/

fun pol | Status(submissionld: String, invoice: Canonicallnvoice): ElnvoiceStatus

EEE I

/**

* Parse an inbound invoice froma raw fiscal platformwebhook payl oad.

*



* CONTRACT:
* - [rawPayl oad] is the raw bytes fromthe platformwebhook (Storecove POST, SEF
cal | back) .
* - Returns Canonical I nvoice with adapterMetadata popul ated for platformspecific
fields:
* HR: "hr.supplierQb", "hr.buyerQ b", "hr.pozivNaBroj"
RS: "rs.supplierPib", "rs.buyerPib", "rs.sefld"
- Inplenentations in STUB |ifecycle MJUST throw NOT_| MPLEVMENTED (see 82.5).
- NEVER | og rawPayl oad before passing through sanitizeForLog().
- parselnconming() is deferred for HR not required for vl HR GA (Phase 1H 6 scope).
* I mpl erent 90 days post-CGA (see Plan v3 84d).
*/
fun parsel ncom ng(rawPayl oad: ByteArray): Canonicallnvoice

E I

### 2.2 Canonical I nvoice —EN 16931 Subset

The internal invoice representation, independent of any platformwre fornmat.
Defined in "ElnvoiceTypes. kt ™ lines 141-156:

“Tkotlin
data cl ass Canoni cal I nvoi ce(

val id: String, /1 Internal UU D —Storecove docunent _id (D2
dedup)

val invoi ceNunber: String, /1 BT-1: human-readabl e i nvoi ce nunber

val issueDate: Local Date, /1 BT-2

val dueDate: Local Date, /1 BT-9

val typeCode: |nvoiceTypeCode, /1 BT-3: UNTDI D 1001 (380/381/383/384)

val currencyCode: String, /] BT-5: 1SO 4217 ("EUR', "RSD', "BAM')

val jurisdiction: TaxJurisdiction, /1 Routing discrimnator (non-EN16931)

val supplier: Partylnfo, /'l BG4: nanme, taxld (O B/PIB/ JIB), address

val buyer: Partylnfo, /'l BG7: sanme structure

val lines: List<lnvoiceline>, /'l BG 25: quantity, unitPrice, |ineTotal,
taxRat e

val taxBreakdowns: List<TaxBreakdown>, /1l BG 23: one entry per rate band

val paynent Means: Paynment Means? = null, // BG 16: paynent MeansCode, |BAN, reference

val note: String? = null, /] BT-22: free text note

val adapterMetadata: Map<String, String> enptyMap(), // platformspecific extras

**Field constraints: **

| Field |

Constrai nt | Enforced
in |

R RREEEEEE |
I |

| “currencyCode’ | "EUR'" for HR (HALT-3 —Croatia adopted EUR 2023-01-

01) | serialize() HR [

| “supplier.taxld> | OB (HR 11-digit 1SO 7064 MOD 11,10) / PIB (RS, 9-digit) / JIB (BA
13-digit) | serialize() per market |

| “lines’ | Non-empty —EN 16931 §BG 25 mi ni mum one

l'ine | serialize()

| "~ taxBreakdowns® | Must sumto lines.(taxRate \* |ineTotal) —tolerance

0.01 | I'nvoiceService |

| “adapterMetadata® | HR i nbound: “hr.supplierQb’, “hr.buyerQb,

“hr. pozi vNaBr oj ° | parsel ncom ng() |

**What Canoni cal I nvoice is NOT: **
- Not a DB entity (mapped from “invoices’ + “invoice_itens  tables on read)
- Not a REST APl DTO (APl |ayer naps separately)
- Not versioned i ndependently —evolves with EN 16931 mi nor revisions
### 2.3 Adapter Lifecycle State Machine
Defined in "ElnvoiceTypes. kt™ lines 22-26. Transition criteria fornalised here:
STUB
? Conpiles. Al 3 network nethods throw NOT_| MPLEMENTED.
? serialize() MAY be operational (HR already works offline).



? AdapterConfig row not required.

Transition criteria ? SANDBOX VERI Fl ED:

Provi der account provisioned (MC #8675 for HR/ Storecove)

Credentials | oaded in GCP Secret Manager (see 82.6 secret taxonony)

5 sandbox test invoice types pass with REAL pl atform submi ssion I Ds (82.4)
pol I Status() confirmed for each submitted invoice

Proveo evidence file with subm ssion | Ds upl oaded to BookStack
lifecycleState field updated to SANDBOX VERI FI ED i n adapter source

ASIEC IS IEN IS IS RN INS IRV RN
O WNPE

SANDBOX_VERI FI ED
? All 4 methods operational against provider sandbox.
? Adapt er Confi g(market, EINVO CE, enabl ed=true) in STAGE DB.
?
? Transition criteria ? PRODUCTI ON:
? 1. Securion audit: adapter error handling + PIl sanitization (see 82.7)
? 2. 30 continuous days on STAGE Coud Run with zero
? Adapt er Err or Code. PLATFORM | NTERNAL_ERRCR al erts
? (Prometheus nmetric: bilko_integration_request_total)
? 3. AdapterConfig(market, EINVO CE, enabl ed=true) in PRODUCTI ON DB
? 4. CEO sign-off (this is the go-live gate)
?
2
PRODUCTI ON
? Live. All 4 nethods operational against production platform
? Incident response: if critical error rate > 5% over 15m n w ndow,
? automated alert ? Slack #bil ko-incidents ? human decision to flip
?

Adapt er Confi g. enabl ed = fal se (no redepl oy needed).

**Current HR state (2026-05-13):** STUB

- “serialize() : WORKS (offline). Unit-tested.

- “submit() : throws NOT_| MPLEMENTED —MC #8675 pendi ng

- “pollStatus() : throws NOT_I MPLEMENTED

- “parselncoming() : throws NOT_| MPLEMENTED (deferred post-GA)

### 2.4 HR-FlI SK St orecove Sandbox Validation Matrix

5 invoice types required for SANDBOX VERI FIED transition. Al mnust produce real Storecove
subm ssion GU Ds (not nock strings). Proveo (Angie Jones) runs these tests.

| # | Invoice Type | UNTDI D Code |

Scenari o |
Expected Storecove Response |
Evi dence Required

I
| 1 | B2B out bound commercial | 380 | Supplier OB + Buyer OB both valid. EUR

25% PDV. Standard commercial transaction. | HTTP 200 + “{"id": "<guid>", "status":

"pendi ng"}" | Storecove subnmission GUD in evidence

file |

| 2 | B2G out bound | 380 | Buyer is HR governnment entity (O B format
sane). " Paynment Means. paynent MeansCode=30". | HITP 200 +

GU D | GUD + Storecove
routing. peppol .id verified as buyer OB |

| 3 | Credit note | 381 | References original invoice nunber in
"note’ field. Negative line totals. | HTTP 200 +

QU D | QUD +

t ypeCode=381 confirmed in Storecove portal |

| 4 | Cancelled invoice | 384 | CORRECTIVE_I NVO CE type. Status flow
submt ? poll Status until APPROVED or REJECTED | HTTP 200 + GUI D, then poll Status

APPROVED/ REJECTED | GQUD + final status

confirmed

| 5 | I'nbound received | 380 (inbound) | Storecove sends test webhook to Bilko's
webhook endpoint. " parselnconming()  invoked. | Wbhook received. Canonicallnvoice returned.
“hr.supplierO b in adapterMetadata. | Log entry show ng successful parse + extracted OB
val ue |

**HR-specific validation rules verified in each test case:**

- “currencyCode = "EUR'®™ (HALT-3)



- Supplier O B: ISO 7064 MOD 11, 10 checksum valid

- Buyer O B: SO 7064 MOD 11, 10 checksum valid

- CustomzationlD: verify with Storecove support which to use (PEPPOL_BIS3 or HR CIUS —
TODO MC #8675 D3)

- “routing. peppol .schenme = "9934"" and “routing. peppol.id = <buyerq B>’

** St or ecove-specific notes: **

- Sandbox URL is the sane as production (" api.storecove.con api/v2 ) —sandbox node is a
payl oad flag, not a different host. Set ~STORECOVE ENV=sandbox™ env var
- ldenpotency key: SHA-256( invoice.id + “invoice.invoiceNunber ) ? sent as " |denpotency-
Key™ header.
Platformreturns HTTP 409 on duplicate —treat as success (re-fetch GU D from error
body) .
- “docunent _id field in Storecove payload = "Canonical Invoice.id (Bilko UU D) —Storecove
dedup key, prevents double-billing on retry (D2 in StorecoveHrFi skEl nvoi ceAdapter).

### 2.5 NOT_| MPLEMENTED Transition Rul es

* Adapt er Error Code. NOT_| MPLEMENTED" i s the canonical error code for STUB |lifecycle nethods.
Rules for callers and inplenenters:

**] mpl enenter rul es:**

1. Any STUB lifecycle nethod that is not yet operational MJST throw
T kotlin
t hr ow Adapt er Excepti on(
code = Adapt er Error Code. NOT_I| MPLEMENTED,
mar ket = jurisdiction
retryable = fal se,
rawPayl oad = "",
nmessage = "<Pl atforne <met hod> requires account —MC #<i d>"

).

2. “serialize()” is EXEMPT fromthe NOT_I MPLEMENTED requirenent —it SHOULD be
operational even in STUB |ifecycle because it needs no credentials (offline contract).

3. Once an inplenentation noves to SANDBOX VERI FI ED, no nethod nmay throw NOT_| MPLEMENTED
for the sandbox environnent. |If a nethod is genuinely deferred (e.g., " parselncomng()’
for HR vl), the lifecycle state nust remain STUB until all 4 nethods are operational
Exception: “parselnconming()” for HRis formally deferred to 90 days post-GA per Plan v3
84d. The HR adapter will hold a partial SANDBOX VERI FI ED state tracked by the
“AdapterConfig feature flag with “reason = "parselnconing deferred —Phase 1H. 6" .

**Caller rules:**

1. Before calling "submt()  or “pollStatus() , callers MJST check
T kotlin
val config = adapterConfigRepo.find(jurisdiction, "EINvO CE")
?: throw Adapt er Excepti on( NOT_I| MPLEMENTED, . ..
if (!config.enabled) throw AdapterException(NOT_I MPLEMENTED, ..., nessage="Adapter
di sabl ed: ${config.reason}")

2. "NOT_I MPLEMENTED' caught at the route handler |level maps to HTTP 503 (Service
Unavai | abl e)

with body “{"error": "ADAPTER NOT_AVAI LABLE", "market": "<jurisdiction>"}", NOT HITP
500.

This is the stub plugin HITP 500 risk mitigation from ADR-015 85. 3.
3. "serialize() callers do NOT need to check AdapterConfig —serialize is always
avail abl e.

**Error code precedence when nultiple codes could apply:**

NOT_| MPLEMENTED > AUTH | NVALI D_CREDENTI ALS > VALI DATI ON_BUSI NESS RULE > NETWORK Tl MEQUT
If a STUB adapter is also missing credentials, “NOI_|I MPLEMENTED takes precedence.

Li fecycl e state check happens before credential check

### 2.6 Secret Managenent — GCP Secret Manager Taxonony

Al'l adapter credentials follow the taxonony defined in ADR-019 82.5:

Bi | ko/ {env}/{market}/{secret-nane}



- {env} : “dev', “stage’, “prod
- {market}': "HR, RS, 'BA_FED', 'BA RS
- {secret-nane} : platformspecific identifier (kebab-case)

**HR St orecove secrets (provision after MC #8675): **

| GCP Secret Manager path | Content | Access
bi ndi ng |

O | |

| " Bilko/stagel/ HR/ st orecove-api - key" | Storecove sandbox APl key | < oud
Run SA " bil ko- st age-sa’

| " Bilko/prod/ HR/ st orecove- api - key" | Storecove production APl key | < oud
Run SA "bil ko-prod-sa” |

| "Bil ko/stagel/ HR/ storecove-1legal -entity-id | Storecove legal entity ID (sandbox) | C oud
Run SA "bil ko-stage-sa’ |

| " Bilko/prod/ HR/ storecove-legal -entity-id | Storecove legal entity ID (prod) | doud

Run SA "bil ko-prod-sa’ |
**Mounting in Coud Run: **

" yam
# gcp-deploy.ym (Cdoud Run --set-secrets pattern):
--set-secrets="STORECOVE_API _KEY=Bi | ko/ st age/ HR/ st or ecove- api - key: | atest, \
STORECOVE_LEGAL_ENTI TY_I D=Bi | ko/ st age/ HR/ st or ecove-1| egal -entity-id:latest”

**Env var nam ng convention:** " <PLATFORM>_<F| ELD>", uppercase, underscores.
Accessed in “StorecoveApi Cient” via " System getenv("STORECOVE APl _KEY") ™.

**Secret rotation policy:**

- Rotate APl keys every 90 days OR on any Storecove security notice, whichever cones first.

- Previous version retained in Secret Manager for 24h to allow graceful failover.

- Rotation event: create new secret version ? update Cloud Run env ? verify health endpoi nt
? del ete previous version 24h |ater.

**Never in source code or |logs:** APl keys, legal entity IDs, OB values, |BAN val ues.
" St orecoveHr Fi skEl nvoi ceAdapt er. saniti zeForLog()™ nust be called on all Storecove response
bodi es before | ogging.

**RS future secrets (Phase 1S):**

| GCP Secret Manager path | Content |
............................. | e e e e e e e e e e e m =

| " Bilko/stagel/ RS/ sef-api-key | SEF sandbox access token |

| " Bil ko/prod/ RS/ sef -api - key" | SEF production access token |

| " Bilko/stage/ RS/ sef-usernane” | SEF APl usernane |

| “Bilko/prod/ RS/ sef-usernane” | SEF APl usernane (prod) |

SEF uses QAuth2 with client credentials. The token endpoint is
“https://efaktura.nfin.gov.rs/"
(Serbian Mnistry of Finance). Exact credentials shape to be confirmed at Phase 1S ki ckoff.

### 2.7 Per-Platform Field Mappi ng
How " Canoni cal I nvoice™ fields map to platformspecific XM./JSON:
| Canonical I nvoice field | HR (uBL 2.1 /

Peppol ) | RS (SEF XM)
BA-FED | BA-RS |

I I
| “supplier.taxld | “AccountingSupplierParty/.../Conpanyl D

@chenel D="9934"" (A B) | “/InvoicelSeller/Taxld® (PIB) | TBD | TBD |
| " buyer.taxld | " AccountingCustonerParty/.../Conpanyl D
@chenel D="9934"" (A B) | “/Invoicel/Buyer/ Taxld® (PIB) | TBD | TBD |
| “invoi ceNumber®

“cbc: I D |

“/1nvoi cel/ | nvoi ceNurrber ° | TBD | TBD |

| “issueDate’ | “cbc:lssuebDate (ISO

8601) | “/1lnvoicel/lssueDate’ | TBD |



TBD

| “typeCode. unt di dCode” | “cbc:lnvoi ceTypeCode’

(380/ 381/ 384) | “/Invoicel/lnvoiceType’ | TBD |
TBD |

| “currencyCode’ | “cbc: Docunent CurrencyCode” + ~@urrencyl D on all
anmount s | “/InvoicelCurrency’ | TBD | TBD |

| “taxBreakdowns[].taxRate’ |
" TaxSubt ot al / TaxCat egor y/ Percent” [

"/l nvoi ce/ TaxTot al / TaxRat e’ | TBD | TBD

| “taxBreakdowns[].taxCategory’ | " TaxSubtotal/TaxCategory/I1D (S/Z/ E/ K per EN 16931 BT-
118) | Serbian code set | TBD | TBD

| " paynent Means. paynent Ref erence’ | "~ Paynment Means/ Paynent| D° (HR "Poziv na

broj") | “/Invoi ce/ Paynent Ref er ence’ | TBD | TBD |

| " paynent Means. i ban® |
" PayeeFi nanci al Account/ | D |

"/l nvoi ce/ BankAccount / | BAN' | TBD | TBD |
| " adapterMetadata’ | “"hr.supplierGb"", “"hr.buyerQb"", “"hr.pozivNaBroj""
(inbound) | ""rs.sefld"", ""rs.supplierPib"" | TBD | TBD |

**SEF XML note:** SEF does not use UBL 2.1. It uses a Serbian-specific XM. schema publi shed
by the Mnistry of Finance. The SEF adapter nmps " Canonical I nvoice ? SEF schema directly;
it does NOT go through UBL. "ElnvoiceAdapter.serialize()" returns the platformis native
format.

**BA adapters (Phase 1B):** CPF and U NO pl atforms have no published APl specifications as
of

2026- 05- 13. Phase 1B cannot begin until regul atory mandates define the technical

speci fication

(~2027 per plan v3 context).

### 2.8 HR Reference | nplenentation Design Decisions

" St orecoveHr Fi skEl nvoi ceAdapter™ is the reference inplenentation. Future adapters MJST
replicate these patterns:

| Design decision | Location in reference

i npl | Rule for future adapters |
| |

| PIl field redaction before |ogging | Lines 24-59 (" REDACT_PII| _FIELDS,
"sanitizeForLog') | REQU RED —GDPR / audit rules |

| Ofline serialization (no credentials) | Lines 567-571

(“serialize()") | REQUI RED per 82.1 contract |

| 1denpotency key (SHA-256 of id + invoi ceNunber) | Lines 591-600 (stub coment —
activate post-#8675) | REQU RED if platform supports

| Credential validation on startup flag | Lines 83-138 ( validateOnStartup,
“val idate() ") | REQUIRED —default false for tests |

| Error code nmapping to "~ Adapter Exception’ | Lines 469-515

(" StorecoveError Mapper ) | REQUI RED —NEVER propagate native |

| Structured netrics recording (" StorecoveMetrics™) | Lines

537-540 | REQUI RED —Pronet heus counters

| Tax ID format validation in “serialize()" | Lines 748-774 (OB

check) | REQUIRED —early error, no network |

| “docunment _id for deduplication | Lines 420-437

(" StorecovePayl oadBui | der. wrap() ") | REQU RED if platform supports 409 |

## 3. Adapter Lifecycle Governance
### 3.1 AdapterConfig Feature Flag

Al'l adapter network paths (“submit’, “poll Status’, "“parselncoming’ ) are gated by an
“AdapterConfig row in the database. Defined fully in ADR 019 82.4; referenced here:

T sql
CREATE TABLE adapter_config (

id UUI D PRI MARY KEY DEFAULT gen_random uui d(),

mar ket VARCHAR(8) NOT NULL, -- TaxJurisdiction enum val ue

adapter _type VARCHAR(32) NOT NULL, -- 'EINVO CE , 'BANK STATEMENT', etc.
enabl ed BOOLEAN NOT NULL DEFAULT FALSE,

reason TEXT, -- Human-readabl e status note

updat ed_at TI MESTAMPTZ NOT NULL DEFAULT now(),
UNI QUE (nmarket, adapter_type)



Seed row for HR STUB state (Flyway V17):

‘Usq
I NSERT | NTO adapter_config (market, adapter_type, enabl ed, reason)
VALUES ("HR, "EINVOCE, false, 'Storecove account pending —MC #8675");

Row is flipped to “enabled = true’ by the operator (not by code) after SANDBOX_ VERI FlI ED
transition is confirnmed by Proveo evidence.

### 3.2 Adapter Versioning
Each adapter exposes:

T kotlin
val adapterVersion: String // e.g. "1.0.0"

The “CountryPlugin inplenentation declares a m ni num adapter version. |Inconmpatibility
detected at startup ? application fails fast with a clear error (not silent degradation).

## 4. Conseguences
### 4.1 Positive

**Offline serialization.** “serialize() contract requires no network. Enables invoice
PDF preview, offline testing, and regression test suites without |ive platform
credenti al s.
- **Uniformerror handling.** " AdapterException® is the only exception type crossing the
adapt er boundary. Callers inplenment one error handler, not four platformspecific ones.
- **Lifecycle visibility.** “|ifecycleState is first-class. Dashboards show "HR adapter
STUB"
and alert when a market operates in degraded state.
**Canoni cal nodel . ** " Canoni cal I nvoi ce” enabl es cross-nmarket reporting and anal ytics.
- **NOT_| MPLEMENTED ? HTTP 503.** Clients receive a clean "feature not avail able" response
instead of an HTTP 500 stack trace when an adapter is in STUB state.

### 4.2 Negative

- **SEF XML schenma nai ntenance.** RS s SEF format changes without senantic versioning
guarantees. The adapter nust track schema changes proactively.

- **BA adapters are TBD.** Phase 1B work cannot begin until regul ations define the spec

- **4 methods = all or nothing lifecycle.** If “parselncomng()” is the last unfinished
nmet hod, the adapter cannot advance to SANDBOX VERI FI ED. The HR parti al - SANDBOX exception
(82.5 rule 3) is a pragmatic workaround; it should not becone a pattern

### 4.3 R sks

- **Canoni cal I nvoice field gap.** A platformspecific required field has no canonica
counterpart. **Resolution:** "“adapterMetadata: Map<String, String> for platformspecific
extras until they generalise to first-class fields.

- **Storecove Custom zationlD anbiguity (D3).** Two candi date Custom zationl Ds —
PEPPOL_BI S3 and HR CIUS. **Resolution:** Verify with Storecove support before MC #8675
sandbox activation. This is a HALT item Wong choice ? all HR invoices rejected.

- **Storecove routing. network field (HALT-4).** Existing code does not include
“routing.network® field. Verify with Storecove sandbox whether this is required.

- **Secret rotation lag.** Expired APl key ? all “submt()  calls throw
“AUTH | NVALI D_CREDENTI ALS. **M tigation:** 90-day rotation schedule + cert-expiry-

noni t or
(Task 4.3 in Plan v3).

- **Q B validation at serialize() vs submt().** Validates early (offline) but couples
format and validation | ogic. Accepted trade-off: early errors are better than | ate ones.

## 5. References

| Reference |
Pat h



I
"El nvoi ceAdapter™ interface

“apps/ api / src/ mai n/ kot lin/ no/al ai/bil ko/ ei nvoi ce/ El nvoi ceTypes. kt "

| 200-224 |
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| 141-156 |
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PIl sanitize helper (" sanitizeForLog') [

" St orecoveHr Fi skElI nvoi ceAdapt er. kt°

24-59
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" St orecoveHr Fi skEl nvoi ceAdapt er . kt°
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" St orecovePayl oadBui | der™ (wrap JSON + dedup D2) |
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| 418-450 |
| ADR-019 82.4 (AdapterConfig table) | “docs/architecture/ ADR-019-
| NTEGRATI ON- ADAPTER- REG STRY. nd® | 82.4
| Plan v3 84d HR critical path (sandbox verification) | "~/ system specs/bilko-nulti-narket-
archi tecture-pl an-v3-2026-05-11. nd" | 147-176 |
| Plan v3 84b ADR-016 requirenent | ~~/system specs/bil ko-multi-nmarket-
archi tecture-pl an-v3-2026-05-11. md’ | 125-126 |
| ADR-bil ko-003 8Layer 2 (Elnvoice serialization) | ~~/systenl specs/bil ko-nulti-nmarket -
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**Cross-references: **

- ADR- 023 (why single DB remains correct —86 supersession triggers not fired; 82 context)
- ADR-015 (TaxJurisdiction enumdrives “country_code  colum CHECK val ues)

- ADR-bi | ko-001 (ancestor draft, fully absorbed by this ADR —do not reference ancestor)

- ADR-bi | ko- 003 §Layer 3 (versioned CoA data nodel)

- Plan v3 84a (Option D not triggered), 84c (RLS tim ng —PERM SSI VE before Phase 1H nerge)
- "~/ systeni specs/ bil ko-nul ti-market-architecture-plan-v3-2026-05-11. nd’

## 1. Cont ext

### 1.1 Current DB State (tool-verified 2026-05-11)

| Component |
State
I
| o |
"""""""""""""""" sttt
| Dat abase | “bilko-denp-db’, C oud SQ. PostgreSQ 15, europe-
northil
I
| Flyway m grations | V1..Vi15
applied
I
| Row Level Security | NOT enabled —zero RLS policies on any
tabl e
I
| Tenant isolation | Application-layer only: "WHERE org_id = :principal Ogld
cl auses
I
| “organizations.country® | Columm exists; values "'RS' °, ""HR *, “'BA "; NOT NULL
constraint
absent
I
| Cross-tenant |eak | Confirmed: PUT “/api/vl/invoices/{id} and GET

“lapi/vl/invoices/{id}/ pdf with cross-tenant JWI return HTTP 500 (test drift neno 2026-05-
10, Round 12.1/12.5) |

The current application-layer scoping (ADR-005) is the sole isolation nmechanism A single
m ssing "WHERE org_id clause in any new route —or a refactoring that silently drops it —
is

a cross-tenant data exposure. This is not theoretical: Round 12 probes confirned it in two
exi sting routes.

### 1.2 Wy Singl e Database Remmins Correct (ADR-023 86 Check)



ADR- 023 86 defines the conditions that would trigger mgration to Option D (per-country
DBs) .
Al five conditions are unnet as of 2026-05-11 (Plan v3 84a |lines 100-108):

- Paying custoners in 2+ markets: 0 —NOT triggered

- Regul atory request for per-country data extract: none received —NOT triggered

- HR-FI SK kernel -1 evel coupling: Storecove APl path requires no kernel isolation —NOT
triggered

- p95 query latency > 500nms from cross-country noise: 0 paying customers —NOT triggered
- 2 custoners conplain about cross-country data visibility: O customers —NOT triggered

Option D costs +%$60/nmonth infra and 2-4 weeks engi neering per market with no custoner-

faci ng

benefit today. **This ADR is explicitly conpatible with Option D mgration** —RLS policies
are portable to separate databases. If Option D triggers, the sane policy DDL applies

to each per-country DB with zero changes.

### 1.3 Wiy RLS Cannot WAit Until Post-HR GA

Plan v3 84c (lines 135-145): the cross-tenant 500 | eaks are a live security defect.
Wth O paying custoners today it is unexploited —but a second regi stered organi zation
(required for HR denp) creates an inmmedi ately exploitable state.

RLS PERM SSI VE npde (Phase 2A) inposes zero user-facing change and zero risk of service
di sruption. The existing "WHERE org_id mddleware still fires, and RLS fires al ongsi de
it. Both must pass for data to be returned. A latent policy gap is caught by the
application layer rather than exposing data to the wong tenant.

**CEO sign is required before Phase 2A Flyway m grations run on stage** —not before
this ADR docunent is accepted. The ADR records the decision; the sign unbl ocks execution.

## 2. Deci sion

**Option Cis adopted: Shared codebase, shared depl oynent, shared database, with
Post greSQL Row Level Security enforcing tenant isolation.**

This is the unani nous recommendation fromthe 5-agent architecture review (ADR-bil ko-001
8f ram ng,
Iine 28-30). One codebase. One Cloud Run deploynent. One PostgreSQ. instance with RLS.

### 2.1 Binding Constraints

1. "Organi zation.taxJurisdiction (" TaxJurisdiction® enum {HR RS, BA FED, BA RS}  per

ADR-015) is
the primary discrimnator for jurisdiction-specific behaviour.

2. "Organization.id (UUD) is the prinmary tenant discrimnator for data isolation.

3. RLS policies enforce data isolation at the database |ayer. Application code MJUST NOT
rely solely on "WHERE org_id = :id clauses (ADR- 005 flaw —being retired by Phase 2C).

4. The “country_code’ colum on “organi zations  is NOT NULL with CHECK constraint
"IN("HR, '"RS', "BAFED, "BARS')" —enforced by Flyway V16 (Phase 1H Task 1H. 1).

5. EU data residency: Current "bilko-deno-db™ is in Coud SQ " europe-northl” (Finland).
This ISwithin EWEEA —CGDPR Article 44 satisfied. Frankfurt migration (eu-central-1)
is not required to unblock HR GA (Plan v3 84d lines 179-183).

### 2.2 Three-Phase Mgration Path

The migration is split into three phases to ensure zero service disruption and a safe
rol | back path at each step.

#### Phase 2A —PERM SSI VE RLS (parallel with Phase 1H, target: end of Wek 2)
**Goal : ** RLS policies created and attached, set to PERM SSIVE. Existing application-|ayer

scopi ng continues to operate. Both |ayers nust pass —RLS is a second check, not a
repl acenent.

**Who signs this off:** CEO Alem BaSi? (this ADR signature) —required before any
Phase 2A Flyway migrations run on the stage database.

**DDL — PERM SSI VE policies (Flyway V17):**
" sql

-- V17__rls_perm ssive. sql
-- ZAKON: CEO sign required before this mgration runs on stage.



-- Apply PERM SSI VE RLS on core tables. Application-layer WHERE org_i d
-- clauses renmmin active. Both nmust pass.

-- Enable RLS on tables

ALTER TABLE or gani zati ons ENABLE ROW LEVEL SECURI TY;
ALTER TABLE i nvoi ces ENABLE ROW LEVEL SECURI TY;
ALTER TABLE i nvoice_itens ENABLE ROW LEVEL SECURI TY;
ALTER TABLE expenses ENABLE ROW LEVEL SECURI TY;
ALTER TABLE transacti ons ENABLE ROW LEVEL SECURI TY;
ALTER TABLE bank_transacti ons ENABLE ROW LEVEL SECURI TY;
ALTER TABLE bank_accounts ENABLE ROW LEVEL SECURI TY;
ALTER TABLE accounts ENABLE ROW LEVEL SECURI TY;
ALTER TABLE contacts ENABLE ROW LEVEL SECURI TY;

-- PERM SSI VE policy: organization-scoped isolation
-- current_setting() reads the app.current_org_id session variable
-- set by the Ktor connection pool before each query (connection niddleware).

CREATE POLICY org_isolation ON invoices
AS PERM SSI VE
FOR ALL
TO bi | ko_app -- application role (NOT superuser)
USING (org_id = current_setting('app.current_org_id)::uuid);

CREATE POLICY org_isolation ON invoice_itens
AS PERM SSI VE
FOR ALL
TO bi | ko_app
USI NG (
invoice_id IN (
SELECT id FROM i nvoi ces
WHERE org_id = current_setting('app.current_org_id )::uuid

)

CREATE POLICY org_isolation ON expenses
AS PERM SSI VE
FOR ALL
TO bi | ko_app
USING (org_id = current_setting('app.current_org_id")::uuid);

CREATE POLICY org_isolation ON transactions
AS PERM SSI VE
FOR ALL
TO bi |l ko_app
USING (org_id = current_setting('app.current_org_id)::uuid);

CREATE POLI CY org_isolation ON bank_transactions
AS PERM SSI VE
FOR ALL
TO bi |l ko_app
USI NG (
bank_account _id IN (
SELECT id FROM bank_accounts
WHERE org_id = current_setting('app.current_org_id )::uuid
)
)

CREATE POLICY org_isolation ON bank_accounts
AS PERM SSI VE
FOR ALL
TO bi | ko_app
USING (org_id = current_setting('app.current_org_id)::uuid);

CREATE POLICY org_isolation ON accounts
AS PERM SSI VE
FOR ALL
TO bi | ko_app
USING (org_id = current_setting('app.current_org_id)::uuid);

CREATE POLI CY org_isol ation ON contacts
AS PERM SSI VE
FOR ALL
TO bi | ko_app
USING (org_id = current_setting('app.current_org id)::uuid);



-- BYPASS for migrations and admin tooling (Flyway runs as bil ko_adm n)

ALTER TABLE i nvoi ces FORCE ROW LEVEL SECURI TY;
ALTER TABLE expenses FORCE ROW LEVEL SECURI TY;
ALTER TABLE transacti ons FORCE ROW LEVEL SECURI TY;

ALTER TABLE bank_transacti ons FORCE ROW LEVEL SECURI TY;

ALTER TABLE bank_accounts FORCE ROW LEVEL SECURI TY;

ALTER TABLE accounts FORCE ROW LEVEL SECURI TY;

ALTER TABLE cont acts FORCE ROW LEVEL SECURI TY;

-- Flyway runs as bil ko_adnm n (superuser bypasses RLS by default).

-- Explicit FORCE is belt-and-suspenders —admin role grants BYPASSRLS if needed.

-- Set connection mddl eware (Kotlin Exposed / HikariCP):

-- On each connection checkout:

-- SET LOCAL app.current_org_id = '<org_uuid_fromjw>";

-- On connection return to pool:

-- SET LOCAL app.current_org_id "';  -- or reset_config('app.current_org_id , true)

**Verification after Phase 2A: **

T sql
-- Rogue-role test (Proveo E2E + Securion audit):
SET ROLE bil ko_app;
SET LOCAL app.current_org_id = '<hr_org_uuid>';

SELECT count (*) FROM invoices; -- nmust return only HR org rows
SET LOCAL app.current_org_id = '<rs_org_uuid>';
SELECT count(*) FROMinvoices; -- must return only RS org rows

-- Cross-tenant access attenpt:

SET LOCAL app.current_org_id = '<hr_org_uuid>';

SELECT * FROM i nvoices WHERE org_id = '<rs_org_uuid>"; -- nust return O rows (PERM SSI VE
bl ocks)

#### Phase 2B —Audit Log Partitioning (post-HR GA)

**CGpal : ** Partition the “logged_actions® audit table by "country code” to enable
per-jurisdiction GDPR data extraction requests and enforce per-jurisdiction retention.

sl
-- V18__audit_log partitioning.sql (Phase 2B —post-HR GA)

-- Declarative partitioning by country_code
CREATE TABLE | ogged_actions_partitioned (

LI KE | ogged_actions | NCLUDI NG ALL
) PARTITION BY LIST (country_code);

CREATE TABLE | ogged_acti ons_hr PARTI TI ON OF | ogged_actions_partitioned
FOR VALUES IN (" HR );
CREATE TABLE | ogged_actions_rs PARTI TI ON OF | ogged_actions_partitioned

FOR VALUES IN ('RS");

CREATE TABLE | ogged_acti ons_ba_fed PARTI TI ON OF | ogged_actions_partitioned
FOR VALUES IN (' BA_FED );

CREATE TABLE | ogged_actions_ba_rs PARTITION OF | ogged_actions_partitioned
FOR VALUES IN ('BA_RS');

-- Retention policy enforcement (aligned with CountryPlugin.getRetentionRules()):

-- HR 11 years (Zakon o ra?unovodstvu NN 78/2015, ?I. 10)

-- RS/BA: 10 years

-- Inplenmented as pg_cron job deleting rows WHERE action_tstanp_tx < now() - interval '11
years'

-- per partition.

-- country_code columm backfilled from organi zations.country via:
-- UPDATE | ogged_actions SET country_code = o.country
-- FROM organi zati ons o WHERE o.id = | ogged_actions.org_id;

RLS policy for “logged_actions™ (applied in Phase 2B):

T sql
CREATE POLICY org_isolation ON |ogged_actions_partitioned
AS PERM SSI VE
FOR ALL
TO bi |l ko_app



USING (org_id = current_setting('app.current_org_id)::uuid);

#### Phase 2C —RESTRICTI VE + Retire Application-Layer Scoping (post-Securion Audit)

**CGoal : ** Convert PERM SSI VE policies to RESTRI CTI VE. Renpove ADR-005 application-|ayer
"WHERE org_id” middleware. RLS is the sole isolation nechanism

**Gate conditions (all nust be true before Phase 2C begins):**

Securion audit of Phase 2A policies conpleted —no critical findings

Aut omat ed rogue-role test suite passing in Cl (Proveo —see Phase 2A verification above)
Zero cross-tenant RLS bypass incidents on stage for 30 consecutive days

CEO explicit sign-off for Phase 2C

PN

’

“sql

-- V19_rls_restrictive.sql (Phase 2C —post Securion audit)

-- Convert PERM SSIVE ? RESTRICTIVE on all tables

-- This is the point of no return: application ayer WHERE org_id is retired after this.

DROP POLI CY org_i solation ON invoices;
CREATE POLI CY org_isolation ON invoices
AS RESTRI CTI VE
FOR ALL
TO bi |l ko_app
USING (org_id = current_setting('app.current_org_id"')::uuid)
W TH CHECK (org_id = current_setting('app.current_org_id)::uuid);

-- Sane pattern for expenses, transactions, bank_transactions, bank_accounts,
-- accounts, contacts, invoice_itens (repeat for each table).
### 2.3 Versioned Chart of Accounts Table

The “chart_of accounts™ table stores jurisdiction-specific CoA entries with tine-ranged
validity. This supports:

- Pravilnik revisions without code changes (ADR-bil ko-003 8Layer 3, |ines 122-143)

- Historical invoice accuracy (rate in force at transaction date, not current rate)
- "~ CountryPl ugi n. get Chart O Account sDef aul ts() " seeding on org creation (ADR-015 82.2)

T sql
-- Part of Flyway V17 or separate V17b (Phase 2A / 1H parallel)

CREATE TABLE chart _of _accounts (

id UUI D PRI MARY KEY DEFAULT gen_random uui d(),

jurisdiction VARCHAR(8) NOT NULL, -- TaxJurisdiction enumvalue: "HR, 'RS,
'"BA_FED , 'BA RS

code VARCHAR( 16) NOT NULL, -- e.g. '1300" (HR Kontni Plan), '204' (RS
Pravi | ni k)

name VARCHAR(256) NOT NULL,

account _type VARCHAR(16) NOT NULL -- ASSET, LIABILITY, EQUTY, |INCOVE, EXPENSE

CHECK (account _type IN (" ASSET', 'LIABILITY, "EQU TY' , 'INCOWE ,

" EXPENSE' ) ),

vat _treat nment VARCHAR( 64) , -- e.g. 'STANDARD RATE , 'EXEMPT', null for
non- VAT accounts

valid_from DATE NOT NULL,

valid_ to DATE, -- NULL = currently valid

ver si on I NT NOT NULL DEFAULT 1, -- increnments per Pravilnik revision

not es TEXT, -- statutory reference e.g. "NN 78/2015, ?I. 5"

created_at TI MESTAMPTZ NOT NULL DEFAULT now(),

UNI QUE (jurisdiction, code, valid_from
)i

CREATE | NDEX i dx_coa_jurisdiction_date
ON chart _of _accounts (jurisdiction, valid from valid_to);

-- Query pattern: entries valid on a given transaction date
-- SELECT * FROM chart _of accounts

-- WHERE jurisdiction = $1

-- AND val id_from<= $2

-- AND (valid to IS NULL OR valid to > $2)

-- ORDER BY code;

-- When Croatia raises PDV from25%to 27% on 2027-01-01:



-- I NSERT I NTO chart_of _accounts (jurisdiction, code, nane, account_type, vat_treatnent,
valid_from version)

-- VALUES ('HR, '2400', 'PDV po stopi 27%, 'LIABILITY , 'STANDARD RATE , '2027-01-01",
2);
-- UPDATE chart _of _accounts SET valid_to = '2026-12-31

-- WHERE jurisdiction = "HR AND code = '2400' AND valid_to IS NULL AND version = 1;
-- No code change required

**Seedi ng: ** " Count ryPl ugi n. get Chart Of Account sDefaul ts()" returns the list of entries
that Flyway data migrations insert into "chart_of _accounts  for each jurisdiction
FIl yway V18 (Phase 1H —separate from V17 RLS) seeds HR Kontni Plan entries.

### 2.4 Exchange Rate Precision Upgrade
**Current precision (CLAUDE. nd database rules):** “NUVERI C(19,4)  for ALL npnetary anounts.
**Upgrade required for FX rate columms specifically:**

Exchange rates require higher precision than invoice nonetary anounts. Using
“NUMERI C( 19, 4)°

for an exchange rate means EUR/ RSD at 117.2350 is representable, but EUR BAM at
1.95583 is stored as 1.9558 —a systematic rounding error that conpounds across |arge
i nvoi ce volunmes and cross-currency reconciliation

**Deci sion:** FX rate colums upgrade to ~NUMERI C(20,10) . Monetary anmount col umms
(invoice totals, line amobunts, tax ampbunts) remain ~NUMERI C(19,4)".

TUsq
-- V17c__exchange_rate_precision.sql (Phase 2A parallel)

ALTER TABLE exchange_rates
ALTER COLUWN rate TYPE NUMERI C(20,10); -- was NUMERI C(19, 4)

-- If an exchange_rate_history or simlar snapshot table exists:
-- ALTER TABLE exchange_rate_history
-- ALTER COLUWN rate TYPE NUMERI C( 20, 10);

-- NEVER change invoice_itens.unit_price, invoice_itens.line_total
-- transactions.anpbunt, etc. —those remain NUVERI C(19, 4).
-- Only rate/ exchange_rate colums receive this upgrade

**Invariant:** Al nmonetary arithnetic (invoice totals, tax calcul ations, double-entry
postings) remains at ~NUMERI C(19,4)" . The precision upgrade is scoped to the FX

rate storage |layer only. Roundi ng when applying FX rates to anmounts: round hal f-even
(banker's rounding) to 4 decinmal places after multiplication

## 3. Connection Mddleware —Setting “app.current_org_id

The RLS policies use “current_setting('app.current_org_id )::uuid . This session
vari abl e nmust be set on every database connection before any query executes.

**Pattern (Kotlin / Exposed / HikariCP):**

T kotlin
/'l apps/ api/src/ main/kotlin/no/alai/bilko/db/ OrgContextlnterceptor.kt (Phase 2A NEW

/**
* Sets the PostgreSQ. session variable “app.current_org id to the authenticated
* org's UUI D before any database access.
*
* Called fromthe Ktor routing pipeline after JWI validation, before the
* dat abase transaction opens.
*

* Must reset after the request conpletes —use try/finally or Ktor plugin |ifecycle.
*/
fun setOrgContext(orgld: UU D) {
transaction {
exec("SET LOCAL app.current_org id = '${orgld}'")
}



fun clearOrgContext() {
transaction {
exec(" RESET app.current_org_id")
/'l or: exec("SET LOCAL app.current_org id =""")

**Failure node: ** |If “app.current_org_id is not set,
“current_setting('app.current_org_id')"

throws an error in PostgreSQL (by default). To nmake it return NULL instead (for Flyway
adm n connections that do not set the variable):

TTs(q
-- In V17 mgration, set default:
ALTER DATABASE bi |l ko_deno SET app.current_org_id = "'";

And in the policy, guard against enpty string:

TTs(q
USI NG (
CASE WHEN current _setting('app.current_org_id , true) ="'
THEN false -- deny if not set
ELSE org_id = current_setting('app.current_org_id, true)::uuid
END

The “true’ parameter to “current_setting()  makes it return NULL rather than throw
when the variable is not set.

## 4. Mgration Schedul e

| Phase | Flyway Version |

Tar get | Bl ocking |
R | | |

| Phase 1H. 1 | V16: “organizations.country NOT NULL + CHECK | HR enum expansi on
(ADR-015) | ADR-015 accepted |

| Phase 2A | V17: PERM SSIVE RLS + CoA table + FX rate precision | Stage

only | CEO sign (this ADR)

| Phase 2A | V17 seed: HR Kontni Plan data | Stage

only | V17 + Pl ugi nHR get Chart Of Account sDef aul t s()

| Phase 2B | V18: audit log partitioning | Post-HR

GA | Securion review |

| Phase 2C | V19: RESTRICTIVE + retire ADR-005 app scopi ng | Post-Securion
audi t | Securion audit pass + CEO sign

Al'l mgrations use Flyway's expand/contract pattern. No mgration nodifies data in a way
that cannot be reversed by a subsequent conpensating mgration. Backward conpatibility
is required across all rolling deploynents.

## 5. Conseguences
### 5.1 Positive

1. **Defence in depth.** Even if a devel oper introduces a nmissing WHERE org_id in a new
route, RLS at the database |ayer prevents cross-tenant data exposure

2. **@GDPR jurisdiction extraction.** Wth “country_code’ on "|ogged_actions (Phase 2B),
a request from Croatian DPA for "all data held on Croatian entities" is a single
partition query, not a full-table scan with a filter

3. **Audit surface.** Securion can review one set of RLS policies rather than auditing
every application route for correct scoping

4. **QOption D readiness.** |If ADR-023 86 triggers (e.g., first paying HR custoner), the
sane RLS DDL applies to the per-country databases w thout change. Mgration path is
not bl ocked by this ADR

### 5.2 Negative

1. **Connection mddl eware requirenent.** Every DB connection nust set “app.current_org_ id



before any query. Forgetting this in a new service or background job w Il cause all
queries to return O rows (PERM SSIVE) or error (RESTRICTIVE). Mtigated by integration
tests that verify the context middl eware fires.

2. **Flyway adnmin bypass.** Flyway and admn tooling nust run as a role that bypasses RLS
("bilko_admin® with BYPASSRLS). This role nmust be kept tightly restricted —it is
a privilege escal ation path.

3. **Phase 2A adds overhead.** Each query now eval uates an additional predicate. At current
scale (0 paying custoners) the overhead is inmeasurable. Mnitor p95 query |atency
after Phase 2A migration on stage.

### 5.3 R sks

1. **CGDPR data residency.** Croatian entity data in Coud SQ europe-northl (Finland) is
legally conpliant (EUEEA). If a future HR DPA contract specifies Frankfurt, a regional
mgration is required. This ADR does not bl ock that mgration.

2. **RLS policy gap.** An incorrect USING clause (e.g., JON condition that broadens
the scope) coul d expose cross-tenant data. **Mtigation:** Securion audit before
Phase 2C (RESTRI CTI VE), automated rogue-role test in Cl.

3. **Mgration synchronization.** A Flyway mgration failure md-run |eaves all markets
degraded. Al V17+ mgrations nust be backward-conpatible and use expand/ contract
pattern. If V17 fails, rollback is: "DROP POLICY" + "ALTER TABLE ... DI SABLE ROW LEVEL

SECURI TY" .

## 6. References

| Reference |
Pat h
| Lines |
| |
----- - _ \ |
| ADR-bil ko-001 (ancestor draft, absorbed by this ADR) | ~~/systen specs/bil ko-
nul ti-market-architecture-plan/ADR- bi | ko-001-nul ti-tenant-architecture.nd’ | 1-162 |
| ADR-bil ko-003 8Layer 3 (versioned CoA nodel) | ~~/systen specs/ bil ko-
mul ti-market-architecture-plan/ ADR- bi | ko- 003- nar ket - abstracti on- I ayers.md” | 122-143 |
| ADR-023 86 (single-DB migration triggers —not fired) | “docs/architecture/ ADR-023-
TRANSI TI ONAL- MULTI - MARKET- ROUTI NG. nd” | 166-176 |
| Plan v3 84a (Option D not triggered —evidence) | *~/systeni specs/bilko-
nmul ti-market-architecture-plan-v3-2026-05-11. nd’ | 100-108 |
| Plan v3 84c (RLS tim ng —PERM SSI VE bef ore Phase 1H) | ~~/systenispecs/bilko-
mul ti-market-architecture-plan-v3-2026-05-11. nd’ | 135-145 |
| Plan v3 84d (EU data residency does not block HR GA) | ~~/systenispecs/bilko-
mul ti-market-architecture-plan-v3-2026-05-11. nd” | 179-183 |
| ADR-015 82.1 (TaxJurisdiction enum — country_code’ values) | "“docs/architecture/ ADR 015-
FOUR- JURI SDI CTI ON- PLUG N. nd® | 82.1 |

| Test drift meno (cross-tenant 500 | eaks, Round 12.1/12.5) | “~/.claudel/projects/-Users-
naki nj a/ menory/ proj ect_bil ko_test_strategy drift_2026-05-10. nd" | — |

## 7. Approval

**Architecture status:** Accepted (Phase 0' ADR consolidation)

**CEO sign status:** SIGNED 2026-05-11 —Phase 2A V17 Flyway PERM SSI VE migration

aut hori zed for stage. Phase 2C RESTRICTIVE flip remains gated on Securion audit + 30-day
soak per 84 schedul e.

This ADR records the architectural decision. The CEO signature belowis the gate for

execution of Phase 2A database migrations. It is not a gate for witing this docunent
or for Phase 1H code work (CountryPlugin, PluginHR DI wring).

| Architecture Lead (Petter G aff) |

Si gned | 2026-05-11 |

| Database Architecture (Bruce Mnjian) |

Si gned | 2026-05-11 |

| CEO (Al em BaSi?) | **SI GNED —session f73dafab, transcript "ok adrl7

odobreno"** | 2026-05-11 |



## 8. Document History

| Date | Aut hor

Change

| ______________________________________

Pttt ettt :

| 2026-04-22 | ALAI / ADR-bil ko-001 | I'nitial draft (rmulti-tenant architecture
options

anal ysi s)

I
| 2026-05-11 | Bruce Momian / Petter Gaff | Pronoted from ADR-bil ko-001 draft; |D changed
to ADR-017; DDL exanpl es added; versioned CoA DDL added; NUMERI C(20,10) FX precision noted
Phase 2B audit |og partitioning added; connection m ddl eware pattern added; CEO sign gate
formalised. MC #100362.
| 2026-05-11 | John (Al Director) | CEO Al em BaSi? signed ADR-017 via session
f73dafab ("ok adr17 odobreno"). Phase 2A V17 Flyway PERM SSI VE mi gration authorized for
stage. Status header + 87 approval table updated. Unbl ocks Bruce Monjian dispatch for Phase
2A.



ADR-019: Integration Adapter
Registry

# ADR-019 —Integration Adapter Registry

**Status:** Accepted

**Date: ** 2026- 05-11

**Aut hor: ** Petter Graff (CodeCraft —Architecture Lead)
**Deci si on- meker: ** CEO Al em BaSi?

**Mehani k cl earance: ** /tnp/ nehani k- cl ear ed- 100362

**MC Task: ** #100362 (Phase 0' ADR Consol i dati on)
**Cross-references: **

- ADR-015 (CountryPlugin —plugin selects adapters for its market; plugin version
conpatibility)

- ADR-016 (El nvoi ceAdapter —one of the 7 adapter categories; lifecycle states fornalised
her e)

- ADR-023 (routing —narket resolved at edge before adapter dispatch)

- “apps/api/src/ main/kotlin/no/alail/bilko/country/hr/StorecoveHrFi skEl nvoi ceAdapt er. kt "~
(reference inpl)

- “apps/api/src/ main/kotlin/no/alai/bilko/einvoicel El nvoi ceTypes. kt~ (AdapterlLifecycleState
on di sk)

- Plan v3 86 Phase 0' Task 0'4 — ~/system specs/bilko-nulti-market-architecture-plan-v3-
2026-05-11. nd’

## 1. Cont ext
### 1.1 Problem Seven Integration Surfaces, No Governance

Bil ko integrates with external systens across seven functional domains. As of 2026-05-11,
only one adapter exists (" StorecoveHrFi skEl nvoi ceAdapter™). Wthout a registry and

gover nance

nodel , adding the second adapter (SEF for RS) and every subsequent adapter w |l produce

1. Inconsistent error handling —platformnative exceptions |eaking across boundaries
2. No feature-flag nmechani sm —a broken SEF adapter takes down all RS users
3. Secret sprawl — STORECOVE APl _KEY' as an env var pattern, but no taxonomy when
there are 7 adapters x 4 markets x 3 environments = up to 84 secrets
4. No observability standard —each adapter invents its own |ogging and netrics
5. No lifecycle discipline —adapters deployed to production w thout sandbox verification

### 1.2 Reference Inplenmentation Patterns

" St orecoveHr Fi skEl nvoi ceAdapt er. kt® al ready denonstrates all the patterns this ADR
formalises. This ADR makes those patterns enforceable for all future adapters:

| Pattern |

St or ecoveHr Fi skElI nvoi ceAdapt er | ADR-019 makes it
i | |

| PI'l redaction before |ogging | Lines 24-59
(“sanitizeForLog’) | Mandatory

| "~ AdapterException only (no platformexceptions) | Lines 469-516

(" StorecoveErrorMapper” ) | Mandatory [

| Per-adapter Pronetheus netrics | Lines 537-540

(" StorecoveMetrics’) | Mandatory [

| Lifecycle state field | Lines 547-548 (" lifecycleState =
STUB') | Mandatory |

| Idenpotency key on submt | Lines 591-600 (D5
conment ) | Mandat ory [

| Credentials NOT required for serialize() | Lines

567-571 | Mandatory |

| Startup credential validation flag | Lines

83-138 | Reconmended |



## 2. Decision
### 2.1 Seven Adapter Categories

Every external integration belongs to exactly one of the follow ng categories.
Each category is a Kotlin interface in “apps/api/src/main/kotlin/no/alail/bilko/adapter/".

| Category | Interface |

Pur pose |

Mar ket s |

|- | o |
__________________________________________________________________________ |

| 1 | T El'nvoi ceAdapter” | E-invoice serialization + fiscal platform

submi ssi on | HR (Storecove), RS (SEF), BA-FED (CPF), BA-RS

(U NO I

| 2 | ~ConpanyRegi stryAdapter”™ | Conpany data | ookup (nane, address, tax status)
from government registries | HR (FINA), RS (APR), BA (stub)

| 3 | " BankSt at ement Adapter” | Bank statenment inport (MF940, CAMI. 053, PSD2

Al SP) | Al markets —via Tok Open Banking

pl atform |

| 4 | ~ExchangeRat eAdapt er” | FX rate feed

(daily/live) | Al markets (ECB primary,
HNB for HR, NBS for RS) |

| 5 | " TaxFilingAdapter” | Electronic VAT/CIT return subm ssion to tax
authority | HR (ePorezna), RS (ePorezi), BA

(TBD)

| 6 | " Fiscal Devi ceAdapt er” | Fiscal receipt device or cloud fisca

service | HR (Fiskalizacija cloud cert), RS (LPFR chip card),
BA (TBD) |

| 7 | * QESSi gni ngAdapt er” | Qualified Electronic Signature for invoice

si gni ng | HR (FINA QES), RS (stub), BA

(stub) |

**Current inplenentation status:**

- “Elnvoi ceAdapter : "StorecoveHr Fi skEl nvoi ceAdapter”™ (HR, STUB lifecycle)
- Al other categories: NOT YET | MPLEMENTED

### 2.2 Common Interface Contract
Every adapter interface extends a conmon "Bil koAdapter”™ base:

T kotlin
package no. al ai . bi | ko. adapt er

i mport no. al ai.bilko.country. TaxJuri sdiction
i nport no. al ai . bil ko. ei nvoi ce. AdapterLifecycleState

/**
* Base contract for all Bilko integration adapters.
*
* Every adapter inplenmentation MJUST
* 1. Expose [jurisdiction] and [lifecycleState] as first-class properties.
* 2. Throw only [ Adapter Exception] —NEVER pl atform native exceptions.
* 3. Pass all log wites through [sanitizeForLog] (defined per-adapter for PIl fields).
* 4, Record Pronetheus netrics on every external call (see 82.6).
* 5. Not require credentials for read-only / serialization operations.
*/

nterface Bil koAdapter {
val jurisdiction: TaxJurisdiction
val |ifecycleState: AdapterlLifecycleState
val adapterVersion: String // Semantic version string, e.g. "1.0.0"

### 2.3 Adapt er Excepti on —Canoni cal Error Contract

Al'l adapters throw " Adapter Exception® and nothing el se. This exception type is the
single crossing point from adapter space to core service space

“TUkotlin



package no. al ai . bi | ko. adapt er

i mport no. al ai.bilko.country. TaxJuri sdiction

*

/
Canoni cal adapter error. The ONLY exception type that crosses the adapter boundary.

I NVARI ANT: Core services catch AdapterException only. They MJST NOT catch
pl atform native exceptions (Ktor ResponseException, HttpRequestTi neout Excepti on,
j ava. net. Socket Ti meout Exception, etc.). Map those to AdapterException in the adapter.

[retryable]: if true, caller may retry with exponential backoff.
[rawPayl oad]: sanitized (Pll-redacted) raw response body for audit. NEVER raw.
/

F % ok ko X ok X F X

data cl ass Adapt er Excepti on(
val code: Adapt er Error Code,
val market: TaxJuri sdiction,
val retryabl e: Bool ean,
val rawPayl oad: String,
override val nessage: String = code. nane,
override val cause: Throwable? = null,
) : RuntinmeException(nmessage, cause)

/**

* Canonical error codes —adapter-independent.
*
* Adapters map platformspecific HITP status codes and error bodies to these codes.
* See StorecoveErrorMpper (lines 469-516) for the HR reference napping.
*/
enum cl ass Adapt er Err or Code {
/'l Validation errors —not retryable

VALI DATI ON_SCHENVA ERROR, /'l Invalid docunent structure (HTTP 400/ 422)
VALI DATI ON_BUSI NESS_RULE, /'l Business rule violation (e.g., invalid OB, non-EUR
currency)

VAL| DATI ON_DUPLI CATE_DOCUVENT, // |denpotency conflict (HTTP 409)

/'l Authentication/authorisation —not retryable
AUTH_| NVALI D_CREDENTI ALS, /1 APl key invalid / token expired / certificate
rejected

/1l Platformerrors —retryable

PLATFORM RATE_LI M TED, [l HTTP 429 —back off and retry

PLATFORM_NAI NTENANCE, /1 HTTP 503 —platformin schedul ed nai ntenance
PLATFORM | NTERNAL_ERROR, /1 HTTP 5xx —transient platformerror

/'l Network errors —retryable
NETWORK_TI MEQUT, /1 Connection or read tinmeout
NETWORK _UNREACHABLE, /1 DNS resolution failure or TCP refused

/1 1nplementation status —not retryable
NOT _| MPLEMENTED, /1 Adapter is in STUB |ifecycle state
UNKNOWN, /1 Unmapped error; always |og rawPayl oad for triage

**Mappi ng rule for new adapters:** Every HITP status code the platformcan return MJST
have a mapping to an "AdapterErrorCode’. Use "UNKNOW only as a catch-all, never as
the primary mapping for a known status code. See " StorecoveErrorMapper  (lines 469-516
in ~StorecoveHr Fi skEl nvoi ceAdapter.kt ) as the reference pattern.

### 2.4 AdapterConfig —DB-Level Feature Fl ag

Every adapter is gated by an ~AdapterConfig" row An adapter MJST NOT execute any
network call if its ~AdapterConfig.enabled = false . This allows disabling a broken
adapter wi thout redepl oynent.

sl
-- V20__adapter_config.sqgl (Phase 1H —during Phase 2A wi ndow)

CREATE TABLE adapter_config (
id UU D PRI MARY KEY DEFAULT gen_random uui d(),
mar ket VARCHAR(8) NOT NULL,
-- TaxJurisdiction enumvalue: '"HR, 'RS, 'BA FED, 'BA RS
adapt er _type VARCHAR(32) NOT NULL,
-- Matches the 7 categories: 'EINVAO CE , ' COWANY_REG STRY',



-- " BANK_STATEMENT', ' EXCHANGE RATE', 'TAX FI LI NG,
-- '"FISCAL_DEVICE', 'QES SIGNING

enabl ed BOOLEAN NOT NULL DEFAULT FALSE,

reason TEXT,
-- Wiy disabled, e.g. "MC #8675 pendi ng — Storecove account not activated"
-- Required when enabl ed=f al se.

updat ed_at TI MESTAMPTZ NOT NULL DEFAULT now(),

updat ed_by TEXT NOT NULL DEFAULT 'systemi, -- MC task ID or adm n user

CONSTRAI NT pk_adapter_config UNI QUE (rmarket, adapter_type)

)

-- Seed: all adapters start disabled
I NSERT | NTO adapter_config (market, adapter_type, enabled, reason, updated_by)

("HR, '"EINVO CE , false, 'MC #8675 —Storecove account pending' , ' M 100362'),
('"HR , ' COWANY_REG STRY', false, 'Not inplenented —Phase 1S, ' MC-100362'),

(" HR , ' BANK_STATEMENT' , false, 'Tok AISP integration pending', 'M:100362"),

(' HR , ' EXCHANGE RATE', false, 'ECB feed not configured , 'M:100362'),

("HR , "TAX_FILING, fal se, 'ePorezna integration Phase 2 scope', 'MZ100362'),
("HR , 'FISCAL_DEVI CE', fal se, 'Fiskalizacija cert not configured , 'MC 100362'),
("HR, 'QES_SIGNING, fal se, 'FINA QES Phase 2 scope', 'MC 100362"),

('"RS, '"EINVO CE , fal se, 'SEF adapter Phase 1S scope', 'MC100362'),

(' BA_FED , 'EINVO CE', false, 'CPF platform TBD ~2027', 'MC 100362'),

('BA:RS', " El NvA CE', false, "UNO platformTBD , 'MC100362');
-- (Rermi ning BA/RS adapter rows follow sane pattern)

-- Adm n can enabl e wi thout redepl oy:
-- UPDATE adapter_config SET enabled = true, reason = NULL, updated_by = 'MC 8675- DONE
-- WHERE market = 'HR AND adapter_type = 'EI NVO CE' ;

**Kotlin enforcenent pattern:**

T kotlin
/1 1In the adapter registry
(apps/ api / src/ mai n/ kot lin/ no/al ai/bil ko/ adapt er/ Adapt er Regi stry. kt)
fun requireEnabl ed(market: TaxJurisdiction, adapterType: String) {
val config = adapterConfi gRepository.find(market, adapterType)
?: throw Adapt er Excepti on(
code = Adapt er Error Code. NOT_I MPLEMENTED,
mar ket = narket,
retryable = fal se,
rawPayl oad = "",
nessage = "No AdapterConfig row for ($market, $adapterType) —run Flyway V20"

)
if (!config.enabled) {

t hr ow Adapt er Excepti on(
code = Adapt er Error Code. NOT_I MPLEMENTED,
mar ket = market,
retryable = fal se,
rawPayl oad = "",
nessage = "Adapter ($market, $adapterType) is disabled: ${config.reason}"

### 2.5 Lifecycle States and Transition Criteria

Formal i sed from ~AdapterlLifecycleState’ enumin "Elnvoi ceTypes. kt™ |ines 22-26,
and from ADR-016 82.3. Applies to ALL adapter categories.

**STUB** (initial state for all adapters):

- Conpiles and registers successfully

- Al network nethods throw "~ Adapt er Excepti on(code=NOT_| MPLEMENTED) *

- "serialize() [/ read-only operations may work (e.g., HR serialize works in STUB)
- " AdapterConfig.enabled is "false’

** SANDBOX_VERI FI ED** transition criteria (all nust be true):



- Mnimum5 distinct happy-path test cases pass against the real sandbox platform
(not nocked —real submission IDs, real response payl oads)

- Al test case subnmission IDs are archived in BookStack as evi dence

- Error mapping verified: at |east HITP 400, 401, 409, 429, 503, 5xx all produce

correct ~AdapterErrorCode’ val ues (not ~UNKNOMW )

Proveo sign-off with evidence file path in MC task

- “AdapterConfig.enabled” can be set to "true’ after this point

** PRODUCTI ON** transition criteria (all nust be true):

- " SANDBOX_VERI FI ED' al ready achi eved
- Securion review of adapter error handling, PIl sanitization, and idenpotency key
i mpl enentation —no critical findings
- 30 consecutive days on stage Cloud Run with:
- Zero ~PLATFORM | NTERNAL ERROR al erts
- Zero cross-market routing errors
- “bilko_integration_request_total {status="error"}" < 1%of total requests
- CEO approval for production activation
- " AdapterConfig.enabled = true” in production DB (separate row from stage DB)

### 2.6 Secret Taxonony
Runtine secrets follow the pattern "“Bilko/{env}/{market}/{secret-nane} .

**Env first, not market first.** This ensures that all production secrets are under
"Bil ko/ production/® and can be granted/revoked as a unit for environnent pronotion.

Bi | ko/
producti on/
HR/
STORECOVE_API _KEY
STORECOVE_LEGAL_ENTI TY_ID

FI NA_QES CERTI FI CATE (Phase 2)
EPOREZNA_CLI ENT_SECRET (Phase 2)
RS/
SEF_API _KEY (Phase 15)
LPFR_DEVI CE_CERT (Phase 2)
BA FED/
CPF_API _KEY (Phase 1B —pendi ng pl atform | aunch)
BA RS/
U NO_API _KEY (Phase 1B —pendi ng pl atform | aunch)
st age/
HR/

STORECOVE_API _KEY
STORECOVE_LEGAL_ENTI TY_I D

RS/
SEF_AP| _KEY
| ocal /
HR/

STORECOVE_API _KEY (devel oper sandbox credentials only)

**Secret resolution hierarchy:**

1. Runtine: GCP Secret Manager (current) —accessed via "~ SecretResolver® interface

2. Break-glass: Vaul twarden ( vault.basicconsulting.no’) —hunman access only, NOT runtinme

source
3. Local dev: “.env.local™ file (".gitignore 'd) —NEVER comitted

" Tkotlin
/'l apps/ api/src/ main/kotlin/no/alai/bilko/adapter/ Secret Resol ver. kt

/**
* Abstracts secret retrieval behind a testable interface.
*
* Production inplenentation: GCP Secret Manager.
* Test inplenentation: environment variables / in-menory map.
*
* Secret path convention: Bilko/{env}/{market}/{secret-nane}
*/

nt erface SecretResol ver {

/**



Resol ves a secret value by its canonical path.

@eturn Secret value, or null if not found.
@ hrows Adapt er Excepti on( AUTH_I NVALI D_CREDENTI ALS) if path exists but value is
enpt y/ bl ank.
*/
fun resolve(path: String): String?

*
*
* @aram path e.g. "Bil ko/production/ HR/ STORECOVE_API _KEY"

/**
* Conveni ence net hod: builds canonical path and resol ves.
* @aram env "production" | "stage" | "local"

* @aram mar ket TaxJurisdiction enum val ue as string

* @aram secret Name The specific secret nane

*/

fun resolve(env: String, market: String, secretNane: String): String? =
resol ve("Bil ko/ $env/ $mar ket / $secr et Nane")

**Vaul twarden is NOT the runtime secret source.** Vaultwarden is the human break-gl ass
vault for energency access. Do not wite Kotlin code that reads from Vaul twarden at
runtinme. GCP Secret Manager is the runtinme source.

### 2.7 Cbservability Mandate

Every adapter MJUST enmit the followi ng for every network call:

**Structured log line (one per call):**

| evel =I NFO mar ket =HR i nt egr ati on=El NVO CE env=production org_i d=<uui d>
__action=subnmit status=SUCCESS duration_nms=234 submi ssion_i d=<gui d>

Required fields: "market™, “integration, “env', “org id . Optional but recomended:
“duration_ns’, “submission_id, “attenpt® (for retries).
**NEVER | og: **

- OB, PIB, JIB (tax IDs)

- | BAN

- “docunent _data® (invoice XM body)

- “api_key', "api_secret’

Use “sanitizeForLog() (pattern from  StorecoveHr Fi skEl nvoi ceAdapter. kt™ |ines 24-59)

before any log wite that touches a response body.
**Promet heus netrics (one counter per adapter):**

T kotlin
/'l apps/ api/src/ main/kotlin/no/alai/bilko/adapter/AdapterMetrics. kt

*
/: Pronet heus counter for all adapter network calls.

: Label s: market, integration, status (SUCCESS | ERROR | NOT_I| MPLEMENTED | TI MEQUT)

: Exanple Prom@ for HR e-invoice error rate:

ate(bil ko_integration_request_total {market="HR", i ntegration="ElI NVO CE", st at us="ERROR"}[ 5n]

r

)
* /
* rate(bil ko_integration_request_total {market="HR",integration="El NVO CE"}[5n])
*/

/'l bilko_integration_request_total {market, integration, status}

[l bilko_integration_request_duration_seconds{market, integration, status}

Per-(market, integration) alert rule:

- Error rate > 10% over 5 mnutes: PAGE (PagerDuty or Slack alert)
- Error rate > 25%over 1 minute: CRITICAL (adapter auto-disabled via “AdapterConfig’ )

### 2.8 Adapter Versioning



Each adapter declares “val adapterVersion: String (semantic version, e.g., ~"1.0.0"").
The correspondi ng ~CountryPl ugin® inplenentation declares the m ni num adapter version
it requires:

T kotlin
/1 In Plugi nHR
conpani on object {
const val M N_ElI NVO CE_ADAPTER VERSION = "1.0.0"
}

/1 Startup check in DI.Kkt:

val adapter = StorecoveH Fi skEl nvoi ceAdapt er ()

requi re(senmver (adapt er. adapt er Ver si on) >= senVer (Pl ugi nHR. M N_EI NVO CE_ADAPTER VERSI ON)) {
"Pl ugi nHR requi res Elnvoi ceAdapter >= ${Pl ugi nHR M N_EI N\VO CE_ADAPTER_VERSI ON}, got

${ adapt er . adapt er Ver si on}"

Adapters are versioned i ndependently of the "CountryPlugin’ . Breaking changes to
an adapter interface (e.g., new required paraneter in “submit()") require a mgjor
version bunp and a coordi nated plugin + adapter update.

### 2.9 |denpotency Requirenents

**All submit-type methods in all adapters MJST include an idenpotency key.**

The i denpotency key format is adapter-specific, but the value MJST be derived
determnistically fromthe invoice or entity content —never a random UU D.

| Adapter | Method | Idenpotency key
derivation [

I
| Elnvoi ceAdapter (HR) | “submit()" | ~SHA-256(invoice.id + invoice.invoiceNunber)™ —

mat ches St orecove D5 |

| ElnvoiceAdapter (RS) | “submit()™ | "~SHA-256(invoice.id + invoice.invoiceNunber)™ (sane
pattern)

| TaxFilingAdapter | “submit()® | "~SHA-256(filing.periodStart + filing.periodEnd +
org.taxld)” |

| QESSi gni ngAdapt er | “sign()’ | ~ SHA-256(docunent. cont ent Hash +

signer.taxld)’ |

**Rational e:** A network tineout after the platformreceives the request but before

the response arrives will cause the client to retry. Wthout idenpotency, this creates
a duplicate docunent. Storecove returns HTTP 409 on duplicate "docunent_id (D2 in
" St orecovePayl oadBui | der. wrap() ™ lines 420-436) —the pattern nust be replicated.

## 3. Inplenmentation Path

| Phase | Task |

Del i verabl e | Status |
EEEEEEEE I |

| Phase 0' | This ADR written to disk | “ADR-019-

| NTEGRATI ON- ADAPTER- REG STRY. nd” | DONE |

| Phase 1H | " AdapterException  + " AdapterErrorCode’ fornmalized |
“adapt er/ Adapt er Exception. kt~ (already exists —verify package) | Verify existing |
| Phase 1H | “AdapterConfig Flyway mgration (V20)

"V20__adapter_config.sql” | BLOCKED BY Phase 2A |
| Phase 1H | ~SecretResolver” interface + GCP inpl [
“adapt er/ Secret Resol ver. kt~ + " GcpSecret Resol ver. kt*® | Phase 1H. 4+ |
| Phase 1H | "~ AdapterRegistry  + "requireEnabled()" check [
“adapt er/ Adapt er Regi stry. kt "~ | Phase 1H. 4+ |
| Phase 1H | Pronetheus netrics wired in "~ StorecoveHr Fi skEl nvoi ceAdapter” |
"StorecoveMetrics. kt® (skeleton exists) | Phase 1H. 2+ |
| Phase 1S | SEF RS El nvoi ceAdapter [
“country/rs/ Sef RSEl nvoi ceAdapt er . kt~ | Post-HR GA |

| Phase 1B | CPF BA-FED + U NO BA-RS st ubs [
“country/bal/ Cpf**, “country/bal/ U no*’ | Post-RS GA |



## 4. Consequences
### 4.1 Positive

- **Zero platformexception | eakage.** "~ Adapter Exception  as the only crossing type neans
core services have one error handler for all 7 x 4 = 28 potential adapter instances.

- **Hot disable w thout redeploy.** " AdapterConfig.enabled = false" disables a broken
adapter in <1 mnute (DB wite). No restart required. Incident response tinme drops
frommnutes (redeploy) to seconds (DB update).

- **Cbservability fromday one.** Every adapter emts standardized netrics. Error rate
alerts fire before users report issues.

- **Secret hygiene.** Env-first taxonony (" Bilko/{env}/{market}/{secret}’ ) makes
envi ronment pronotion (stage ? production) a structured operation, not an ad-hoc
copy. Break-glass access is separated fromruntinme access.

### 4.2 Negative

- **Adapter scaffolding cost.** Each new adapter requires inplenmenting the ful
interface contract, "~AdapterConfig rows, " SecretResolver  wring, and Pronetheus
netrics. Estimate: 1-2 days for a new adapter in STUB state.

- **AdapterConfig is a deploynent dependency.** The application fails at startup if
“adapter_config rows do not exist. Flyway V20 nust run before the application
version that adds "requireEnabl ed()” checks.

### 4.3 R sks

*** Adapt er Confi g~ DB unavail able.** |f the database is unreachable, “requireEnabled()"
fails, blocking all adapters. Mtigation: cache “AdapterConfig" in-nenory at startup
with a TTL of 5 m nutes. Use cached state if DB is unreachabl e.

- **Metrics cardinality.** High “org_id cardinality in nmetrics |abels would cause
Pronet heus nenory issues. The observability mandate specifies “org_id in log |ines,
NOT in Pronet heus | abels. Labels are "market™, “integration, “status only —bounded
cardinality.

## 5. References

| Reference |
Pat h |

I
| “AdapterlLifecycleState’ enum (on disk) |
“apps/ api / src/ mai n/ kot lin/ no/al ai/bil ko/ ei nvoi ce/ El nvoi ceTypes. kt " |
22-26 |
| *StorecoveErrorMapper® (error mapping reference)
“apps/ api/src/ main/kotlin/no/alai/bilko/country/hr/ StorecoveHr Fi skEl nvoi ceAdapt er. kt"
469-516
| “StorecoveMetrics® (metrics reference)
“apps/ api / src/ mai n/ kot lin/ no/al ai/bil ko/country/ hr/StorecoveHr Fi skEl nvoi ceAdapt er. kt "~
537-540
| PI'l sanitization reference
“apps/ api / src/ mai n/ kotlin/no/alai/bil ko/ country/ hr/ StorecoveHr Fi skEl nvoi ceAdapt er. kt "
24-59
| ldenpotency key (D5) reference
“apps/ api / src/ mai n/ kotlin/ no/al ai/bil ko/ country/ hr/ StorecoveHr Fi skEl nvoi ceAdapt er. kt
94-98 |
| " StorecovePayl oadBuil der® (D2 docunent _id) |
“apps/ api / src/ mai n/ kotlin/no/alai/bil ko/country/hr/StorecoveHr Fi skEl nvoi ceAdapter. kt™ |
420-436

| ADR-016 82.3 (lifecycle states —ElInvoice) | “docs/architecture/ ADR- 016- EI N\VO CE-
ADAPTER. nd® | 82.3

| ADR-015 82.4 (DI registration pattern) | “docs/architecture/ ADR-015- FOUR-
JURI SDI CTI ON- PLUG N. nd® | 82.4

| Plan v3 86 Task 0'4 acceptance criteria | *~/system specs/bil ko-multi-nmarket-
archi tecture-pl an-v3-2026-05-11. nd” | 279-290

## 6. Approva

**Status:** Accepted
**Unbl ocks: **



- Phase 1H. " AdapterConfig Flyway V20 nigration

- Phase 1H " SecretResolver® GCP inplenentation

- Phase 1H Pronetheus netrics wiring in ~StorecoveHr Fi skEl nvoi ceAdapt er”

- Phase 1S: SEF RS adapter scaffolding (knows the contract to inplenment against)
- Phase 1B: CPF/ U NO BA adapter stubs

| Role | Sign | Date |
| | | oo |
| Architecture Lead (Petter Gaff) | Signed | 2026-05-11 |
| CEO (Al em BaSi?) | Not required for registry pattern ADR| —

## 7. Document History

I I
| 2026-05-11 | Petter Gaff | Initial —Phase 0' ADR consolidation (MC #100362) |



ADR-020: Backend Canonical —
Deprecate api-kotlin

# ADR- 020: Canonical Backend is “backend/®~ —Deprecate "apps/api-kotlin/"

**Status:** Accepted

**Date: ** 2026- 04- 28

** Aut hor: ** ALAl, 2026

**Rel ated: ** ADR- 009 (superseded), ADR-011, ADR- 015, ADR-016, ADR-017, ADR-018, ADR-019

> **MAJOR PATH UPDATE (2026-04-29):** “backend/™ ? “apps/api/" (canonical Kotlin/Ktor

| ocation now). " apps/api-legacy/” ? ".archivel/api-legacy/ . The deprecation of "api-
kotlin/® in this ADR was executed in MC #10034 (del eted as " apps/api-kotlin-abandoned’).
See ADR-021.

## Cont ext
### The Dual - Backend | nci dent

As of 2026-04-27, the Bilko repository contained two parallel, independent Kotlin/Ktor
backends

serving identical purposes —an architectural anonaly discovered during forensic audit MC
#9892.

**Tineline —git-verified (SHA + date + author):**

| SHA | Date | Author

I
| “5f97eff” | 2026-03-04 | John Al | Earliest backup commt — backend/" fully present with
“build.gradle.kts', package "no.alai.bilko, Kotlin 2.3.0/ Ktor 3.4.0 / JWM
25 |
| “e23ade3” | 2026-03-19 | Makinja | Security headers plugin and security audit added to
“backend/ "

I
| “6b76981° | 2026-04-10 | Makinja | Cl fixes applied to
“backend/ "

|
| “6c71a79” | 2026-04-14 | Makinja | “apps/api-kotlin/" created —"Conplete Kotlin/Ktor
backend —Auth, Invoices, Cients, Expenses, Health" —package “io.bilko", Kotlin 2.1.20 /
Ktor 3.1.2 / JVM 21
| “fe6ddec’ | 2026-04-14 | Makinja | GCP Terraform+ Cl added (lands in both
directories)

I
| “ee27c6b” | 2026-04-15 | Makinja | “apps/api-kotlin/" scaffold finalised —10 feature
nodul es, 17 source files, titled "mgration
scaffol d" |

**Result:** “backend/" was first on 2026-03-04 (6 weeks before "apps/api-kotlin/"). A
generic

bui | der agent (dispatched wi thout Mehani k gate clearance) created "apps/api-kotlin/~ on
2026-04- 14 while "“backend/”™ was already the active inplenmentation. From 2026-04-15 onward,
“apps/api-kotlin/" received no further conmts. “backend/  continued active devel opnent
with

comts through 2026-04- 23

### Background —Wy Thi s Happened
CEO deci sion (2026-03-17, ALAI/CLAUDE. nd) mandated migration of all products from

Express/ TS to
Kotlin/Ktor. Mgration task MC #5125 ("Bi | ko backend: Express/ TS ? Kotlin/Ktor") was



created but

not formally unbl ocked. The Phase 1 Track A execution docunent

(" docs/ bookst ack-sync/ phasel-track-a-execution.nd™, lines 241 and 299) designated
“apps/api-kotlin/® as the FUTURE migration target —explicitly stating

> "Do NOT start Track B until MC #5125 unbl ocks. Al Track B work goes into " apps/api-
kotlin/™."

However, a generic builder agent was di spatched into “apps/api-kotlin/~ on 2026-04-14
before

MC #5125 was formally unbl ocked and before Mehani k cl earance was obtained. This created an
unaut hori zed parallel scaffold while the actual canonical domain inplenentation continued
to grow

in " backend/ .

### State at Tine of Discovery (MC #9892, 2026-04-27)
*** pbackend/ " : **

- Package: “no.alai.bilko

- Kotlin 2.3.0/ Ktor 3.4.0 / JVM 25

- 51 .kt source files + 3 test files

- Full domain: HR-FISK, SEF, Elnvoice, AdapterException (14 codes), Koin DI, Redis, Apache
PDFBox, Sentry, Emmil Service, SecurityHeaders, CORS, RateLimt

- All ADR-015 through ADR-019 reference "no.alai.bilko  paths inside "backend/"

- Last commit: 2026-04-23 (John, active)

***apps/api -kotlin/ :**

- Package: “io.bilko

- Kotlin 2.1.20 / Ktor 3.1.2 / JVM 21

- 17 ".kt® source files + 3 test files

- Skeleton only: Auth, DB tables, feature route scaffolds

- Mssing: HR-FISK, SEF, Elnvoice adapter interface, AdapterException, Koin D, Redis,
PDFBox, Sentry, Email Service, RateLimt, CORS

- Last conmt: 2026-04-15 "“ee27c6b’ (Makinja, **13 days stale** at discovery)

- NOT depl oyed (confirmed by "docs/evidence/ 9386/ verification.json |ine 36 and

“docs/ evi dence/ 9398/ veri fy-cookie-fix.js™ line 76)

- NOT referenced in any architecture docunent

### Prior Audit Gap

The prelimnary architecture audit (2026-04-27) saw "apps/api-kotlin/" in the directory
Lhathgged: _"need to confirmthese are indeed enpty/renoved" _ —but did not follow through
w@?ﬂd? verification. The tool-first discipline (ZAKON NULA) required explicit verification
gﬁgéggsunption about directory contents. The audit concluded wi thout detecting the 17
§g§:Yﬁ files, full auth nodule, and conplete Gradle build in ~apps/api-kotlin/".

## Deci si on
***packend/" is the canonical Kotlin/Ktor backend for Bilko.**
***apps/api-kotlin/" is deprecated and will be archived as of MC #9894, **

Al present and future devel opnent of the Bilko APl occurs in "~backend/ . The “io.bilko
package nanespace i s abandoned. The "no.al ai.bil ko™ namespace (established 2026-03-04) is
permanent for the Kotlin backend.

## Rational e
Three hard facts —all git-verified, zero assunptions:

**Fact 1 —Scale disparity (51 vs 17 files).**

“backend/ " contains 51 Kotlin source files. “apps/api-kotlin/® contains 17. Mre
critically,

the qualitative gap is larger than the count suggests: “backend/  contains every domain-
specific



conponent (fiscal adapters, error registry, DI wiring, PDF generation, rate limting,
Sentry
telenetry). “apps/api-kotlin/" contains only the routing skel eton

**Fact 2 —All ADR paths reference "backend/ ™ .**

ADR- 014 through ADR-019 —every architecture decision record witten for this product —
reference

"no.alai.bilko paths inside “~backend/ . ADR-019 was explicitly verified against
“backend/ src/ mai n/ kot | in/no/al ai/bil ko/ adapt er/ Adapt er Exception. kt . Zero architecture
docunent s

reference “io.bilko or “apps/api-kotlin/~. An ADR is a comm tnent. Reversing ADR-015

t hr ough

ADR- 019 evi dence chains to point at “apps/api-kotlin/" would be rework with no technica
benefit.

**Fact 3 —\Version inversion confirnms direction of travel.**

“apps/api-kotlin/® is pinned to Kotlin 2.1.20 / Ktor 3.1.2 —the versions specified in the
original Phase 1 Track A scaffold spec. “backend/" runs Kotlin 2.3.0/ Ktor 3.4.0 / JVM 25
current as of 2026-04-28. This is not a coincidence: "“apps/api-kotlin/" was scaffol ded once
to a

fixed spec and never updated. "“backend/” was actively maintained and upgraded. The version
delta

tells the entire story: one codebase is alive, the other is frozen at its creation point.

## Consequences
### For Lane B BLOCKER Tasks (#9852 / #9853 / #9854 / #9855)

Al'l Lane B backend tasks are unbl ocked agai nst "“backend/" as the target. No work shoul d be
directed to “apps/api-kotlin/ . Any task whose scope referenced “apps/api-kotlin/" or
“io.bilko

nmust be updated to reference “backend/"™ and "no.alai.bilko before execution begins.

### For MC #5125 (Bil ko Express ? Kotlin M gration)

MC #5125 was the formal trigger for the Kotlin migration and the stated prerequisite for
any
work in “apps/api-kotlin/>. Wth this ADR

- “backend/™ fulfills the Kotlin/Ktor migration requirenent —the migration is structurally
conmpl ete at the backend | ayer

- MC #5125 may be closed (DONE) once BU LD BLUEPRI NT. nd i s updated (MC #9897) to docunent
“backend/" as the canonical backend and the Express |egacy ( apps/api-Ilegacy/ ) as
deprecat ed.

- The specific Track A intent ("apps/api-kotlin/ is the mgration |anding zone") is

super seded
by this ADR Track B work proceeds in “backend/™ directly.

### For BUl LD- BLUEPRI NT. nd

BUI LD- BLUEPRI NT. nd 83 currently docunents "apps/api/  (now " apps/api-legacy/" ) as the
backend

and makes no nention of either "backend/" or “apps/api-kotlin/ . This is pre-mgration
docunentati on. MC #9897 (BUI LD- BLUEPRI NT update) nust:

1. Replace the backend section to reference “backend/™ (package "no.alai.bilko , Kotlin
2.3.0,
Ktor 3.4.0)
2. Docunent the directory structure: "“backend/™ lives outside Turborepo workspace
(i ndependent
Gradle + GCP C oud Run depl oy)
3. Update build commands to “cd backend && ./gradl ew run’
4. Mark " apps/api-legacy/” as deprecated with a pointer to its deconm ssion tineline

### For DEPLOY- MAP. nd

DEPLOY- MAP. nd currently records bilko-api as "Manual only (Kotlin TBD)". After Dockerfile
wor k

(MC #9898), this entry nust be updated to reflect: source = "backend/ ", build = Docker

mul ti-stage, deploy target = GCP Cloud Run via "gcp-deploy.ym "

### Negative Consequences



1. **One-tinme porting effort.** “apps/api-kotlin/" contains a nore rigorous inplenentation
of

refresh token rotation ( features/auth/AuthRepository.rotateRefreshToken() ). This
pattern

shoul d be reviewed agai nst "~backend/" before archiving —MC #9895 covers this
conpari son.

2. **Track A plan invalidated.** The Phase 1 Track A execution docunment explicitly
desi gnat ed
“apps/api-kotlin/® as the future target. That plan is now superseded. The docunment nust
be
annotated with a pointer to this ADR to prevent future agents fromacting on stale
gui dance.

3. **Feature-sliced architecture not adopted.** "apps/api-kotlin/  used a feature-sliced

| ayout
(“features/auth/™, “features/invoices/ ). "“backend/  uses a |layered |ayout ("routes/’,
“services/, “auth/" ). The architectural pattern debate is resolved in favor of the

| ayered

approach by inertia —51 files are not being reorganized. This is a deliberate trade-
of f:
stability over structural preference.

## Lessons Learned
### Lesson 1 —Premature Scaffold | ncident

The Track A docunent stated that "“apps/api-kotlin/" should NOT be built until MC #5125
formally

unbl ocked. A generic builder agent built it anyway (2026-04-14). This is the root cause of
t he

entire incident. The constraint in witing was not sufficient —it required a hard gate
(Mehani k)

enforcing it progranmatically.

**Fi x:** Mehani k pre-dispatch gate (activated 2026-04-25, MC #9274) is the structura
renedy.

No backend task may be dispatched w thout Mehani k cl earance that checks: task MC I D exists,
BU LD- BLUEPRI NT. nd read, scope ceiling verified, Cl green if deploy.

### Lesson 2 —"Probably Enpty" Hallucination in Audit

The prelimnary audit saw " apps/api-kotlin/" in the "Is" output and wote "need to confirm
gpgsfndeed enpty/ renmoved” —then concl uded wi thout verifying. The correct tool-first
?EZ&E& NBEA) required a “find apps/api-kotlin/src -nane "*.kt"" call before any assunption
SF?thory state. A single verification command woul d have revealed 17 Kotlin files and
Inggﬁglicate i medi ately.

**Fix:** Any directory flagged as "need to confirn in an audit is an open obligation, not

a

closed finding. Audits are not conplete until all flagged itens are nachi ne-verifi ed.
Post-audit review by a second agent (MC #9892 forensic) should be standard for
architecture-Ievel

audits on active codebases.

### Lesson 3 —ZAKON NULA Viol ation (Tool -First)

John di spatched the backend-dev agent to "apps/api-kotlin/~ without reading BU LD
BLUEPRI NT. nd,

wi t hout running “node ~/systemtools/nt.js show 5125, and w t hout querying the existing
pr oj ect

structure. Had BU LD-BLUEPRI NT. nd been read first, it would have been apparent that
“backend/ "

was the active inplenentation and that "“apps/api-kotlin/~ was the designated (but not yet
active)

future target —a distinction requiring a human (Al en) decision, not an agent initiative.

**Fj x:** ZAKON NULA (CLAUDE. nd) is enforced by the Mehani k pre-di spatch hook. The hook



requires
tool -verified project state before clearing any build dispatch

### Lesson 4 —ZAKON #1 Viol ation (Specialist Routing)

MC #5125 is a conpl ex backend migration (Express/ TS ? Kotlin/Ktor, domain logic, multi-

mar ket

fiscal adapters, DI framework selection). This requires a **specialist** —CodeCraft
(Petter Gaff

/ Hadi Hariri), not a generic builder agent. CLAUDE. nd 85 is unanbi guous: "Never generic
buil der/ mnion. Route to the right conpany." Generic agents lack the architectural judgnent
to

navi gate this class of decision (where does the backend |ive? which package nanespace?

whi ch

versi on pins?).

**Fi x: ** Conpl ex backend nmigrations are categorically CodeCraft work. If the specialist
routing

table in CLAUDE. nd is unclear for a given task, the correct action is to ask John, not to
def aul t

to a generic pool. The Mehani k gate now enforces specialist routing as part of its

cl earance

criteria.

## Mgration Path

The foll owi ng tasks (C2-C6, MC #9894-#9898) execute the deprecation and consolidation. Al

t asks

have Mehani k-cleared MC I Ds. Sequencing matters: C2 (archive) nust conplete before C3 (port
auth) to avoid confusion about which directory to edit.

### C2 — Archive "apps/api-kotlin/~ (MC #9894)
**Owner: ** CodeCraft | **Effort:** S (1h)

1. Renane " apps/api-kotlin/" to "apps/api-kotlin-abandoned/".
2. Agg "README. nd™ at the root of the renaned directory:

DEPRECATED 2026- 04- 28 —see ADR- 020

This directory is the abandoned m gration scaffold created 2026-04-14 to 2026-04-15
The canonical Kotlin backend is /backend/ (no.alai.bilko, Kotlin 2.3.0, Ktor 3.4.0).
Do not edit this directory. It will be deleted after 2026-05-28

3. Verify “turbo.json” and root " package.json workspaces do NOT include "“apps/api-kotlin’
or

“apps/ api - kot | i n-abandoned” (Turborepo workspace scope nust not resolve against it).
4. Annotate " docs/bookstack-sync/ phasel-track-a-execution.nd” lines 241 and 299 with:

" [ SUPERSEDED by ADR- 020 —apps/ api - kotlin abandoned, backend/ is canonical] .

### C3 —Port Auth |nproverments to "~backend/™ (MC #9895)
**Owner: ** CodeCraft | **Effort:** M (4h)

Conpar e " apps/ api - kotli n-abandoned/ f eat ures/ aut h/ Aut hReposi tory. kt™ (specifically

“rotat eRefreshToken() ™ and the ThreadLocal side-channel pattern) against

“backend/ src/ mai n/ kotlin/no/al ai/bil ko/auth/AuthService.kt . |If the abandoned version is
nor e

rigorous, port the inprovenent. Do not port file structure or package nanes.

Scope: auth only. No feature nodul es, no table objects, no routing changes.

### C4 —Update BUI LD- BLUEPRI NT. nd ( MC #9897)

**Owner: ** CodeCraft | **Effort:** S (2h)

See Consequences section above for mandatory content. In addition, add an explicit
architectura

note: " backend/ ™ lives outside the Turborepo workspace by design. It is a standal one
Gradl e

project with its own GCP C oud Run deploy pipeline. Do not nove it inside “apps/ ."

### C5 —Add Dockerfile to “backend/™ + Update DEPLOY- MAP. nd ( MC #9898)



**Omner:** FlowForge | **Effort:** M (4h)

1. Port "apps/api-kotlin-abandoned/ Dockerfile  (JVM 21, nulti-stage, non-root user, health
check)
0 backend/ Dockerfile . Upgrade base inmage fromJVM 21 to JVM 25 (natching "~ backend/"”

JWM

target).
2. Verify fat JAR output name: “bilko-api.jar” (check “build.gradle.kts shadowJar config).
3. Local build validation: “docker build -t bilko-api-test ./backend” nust succeed.
4. Updat e DEPLOY- MAP. nd bil ko-api entry: source = “backend/ , Dockerfile =
“backend/ Dockerfil e,

depl oy = GCP d oud Run via "gcp-deploy.ym "

### C6 —Proveo Verification (MC #9898 gate, Proveo)
**Omner:** Proveo (Angie Jones) | **Effort:** S (2h)
Acceptance criteria:

1. “docker build -t bilko-api ./backend  exits O.

2. “docker run --rm-p 8080: 8080 bil ko-api~ starts and responds to “CET /health® with HTTP
200.

3. “apps/api-kotlin/® directory no |l onger exists in repo root (renaned per C2).

4. “turbo.json” workspaces grep returns no match for “api-kotlin.

5. "grep -r "io.bilko" backend/" returns no natches (no nanmespace contani nation).

## Ref erences

- **MC #9892** —Forensic audit: dual Kotlin backend root-cause anal ysis
- **MC #9894** —(C2: Archive "apps/api-kotlin/®
- **MC #9895** —C3: Port auth inprovenents to "~backend/"
- **MC #9897** —C4: Update BU LD- BLUEPRI NT. nd
- **MC #9898** —(C5/C6: Dockerfile + DEPLOY-VAP.nd + Proveo verify
- **MC #5125** —Bi | ko backend migration: Express/TS? Kotlin/Ktor (to be closed after MC
#9897)
** ADR- 015** —Four-Jurisdiction Plugin Architecture (references "no.alai.bilko)
- **ADR-016** —E-1nvoice Adapter and UBL 2.1 Canoni cal Mdel (references "no.alai.bilko")
- **ADR-017** —RLS Multi-Tenancy (references "no.alai.bilko")
- **ADR-018** —Market Local e Separation (references “no.alai.bilko")
- **ADR-019** —lIntegration Adapter Registry (explicitly verified against “backend/" path)
**docs/ bookst ack- sync/ phasel-track-a-execution. nd** —Phase 1 Track A intent docunent
(I ines 241, 299 superseded by this ADR)
- **Forensic reports** —"/tnp/bil ko-dual -backend-da.nd™, “/tnp/bilko-dual -backend-
petter.nmd’

## Approval

** Accept ed: ** 2026- 04- 28
**Executed by:** ALAI, 2026
**Execution tasks:** MC #9894, #9895, #9897, #9898



ADR-021: Bilko Blueprint
Section 15 Realignment

# ADR-021: Bil ko Blueprint Section 15 Real i gnment

Status: Accepted

Date: 2026- 04-29

Aut hors: ALAI (CEO Alem Basic, Al Director John)
Context: MC #10034 Phases 6-7

## Cont ext

Bil ko had drifted from ALAl Universal Blueprint Section 15. Audit revealed: 384 dirty W
?Rg&}gfchived), 29 unnerged branches (now archive tags), 3 sibling worktree clones, backend
?Lackend/‘ (bl ueprint expects “apps/api/’), country packages named " country-*" (bl ueprint
?ggﬁg}ﬁ-*‘), root contained ~33 entries (blueprint allows ~10).

CEO approved scorched-earth-lite cleanup 2026-04-28. PR #1 + PR #2 fixed Cl prerequisite.
FI owFor ge execut ed Phases 0-5.

## Deci si on
Ful | Section 15 realignment in Phases 6-7:

- DELETE: "apps/api-kotlin-abandoned/ ", “scratch-api/  (untracked build artifacts)

- MOVE: "“backend/" ? “apps/api/° (Kotlin/Ktor canonical backend)

- RENAME: "apps/api/° (Express) ? "apps/api-express/” (Express active, mnigration pending)
- ARCHI VE: " apps/api-legacy/” ? ".archivel/api-I|legacy/"

- SKIP: “landing/" ? “apps/landing/> —no git-tracked files in landing/ (only node_nodul es,
out)

- MOVE: "cloudbuild.yam ™ ? “infrastructure/gcp/cloudbuild.yam"

- MOVE: " docker-conpose.test.ym ™ ? “infrastructure/ docker/docker-conpose.test.ynm"’

- MOVE: "“.ci/config.ym ™ ? “scripts/ci/alai-ci-config.ym"

- MOVE: “ci/stubs/™ ? “tools/ci-stubs/’

- MOVE: "audit-2026-04-28/" ? "docs/audits/2026-04-28/"

- MOVE: " COVPLAI NT- REPORT-2026-02-20.nd™ ? “docs/audits/"®

- MOVE: " DEPLOY- MAP. nd™ ? " docs/ DEPLOY- MAP. nd’

- MOVE: “figma-plugin/™ ? “tools/figm-plugin/’

- MOVE: “design/” ? “docs/design/design/" (double-nested by git nv into existing

docs/ desi gn/)

- MOVE: “branding/® ? "“docs/branding/branding/" (double-nested simlarly)

- RENAME: " packages/country-{ba, ba-fed, ba-rs, hr,rs}" ? "packages/ donui n-{ba, ba-fed, ba-
rs,hr,rs}’

## Path Reference Updates (Phase 7)

Al'l active code paths updat ed:

- “infrastructure/docker/ Dockerfile.api  —updated "apps/api  ? "~ apps/api-express’
‘country-*" ? “domain-*"

- “infrastructure/docker/ Dockerfile.api-legacy’ —updated " apps/api-Ilegacy ?
“.archivelapi-legacy , “country-* ? “domain-*"

- " apps/web/ Dockerfil e’ —updated “apps/api-legacy’ ? "apps/api-express’
" packages/ country-*" ? "packages/ domai n-*"

- " apps/ api - express/ package.json” —renanmed to "~ @il ko/ api -express’, deps " @il ko/ country-
** 2?2 " @il ko/ domai n-*"

- ~apps/ api -express/vitest.config*.ts® —all path aliases updated to “dommin-*"

- ~apps/api-express/src/**/*. ts° —all ~@ilko/country-*" inports ? ~ @il ko/domai n-*"

- ~apps/api-express/tests/**/*. ts” —all ~@ilko/country-*" inports ? ~ @il ko/domai n-*"

- " packages/ domai n-*/src/index.ts’, “README. nd° —all self-references updated

- " packages/ README. nd® —updated “country-*" ? " donmin-*"

- “src/shared/ubl/*.ts° —coment references updated

- . github/workfl ows/gcp-depl oy.ynl . di sabled™ —path filter “backend/**" ? "“apps/api/**"
- "BU LD-BLUEPRI NT. nd®~ —Section 2 (tech stack), Section 3 (project structure), Section 8



(rules)
- "CLAUDE. nd® (root) —project structure and backend status sections

- .gitleaks.tom~ —updated "apps/api-legacy’ ? ".archive/api-I|egacy’

- " package-lock.json” —del eted and regenerated clean (no stale " packages/country-*"
entries)

- " package.json’ (root) —workspaces updated, lint-staged scoped to "~apps/web’ and

“apps/e2e’ only
## Consequences

- 17 unnerged branches archived as tags; require cherry-pick MCif reactivated
- Al path refs updated atomic with their respective nove commits
- " package-lock.json" regenerated clean (lockfile portability ZAKON conpliant)
- “gcp-deploy.ym ® workflow disabled (" .disabled” suffix); re-enable deferred to Phase 8
val i dati on
- Gt history preserved via “git mv throughout
- “lint-staged scoped to “apps/web/*** + “apps/e2e/*** only (ESLint configs in
" packages/ donmai n-*°
reference a root "tsconfig.json that does not exist; scoping prevents false failures)

## Acceptabl e Remai ni ng Refs
The followi ng historical/coment references were intentionally left as-is:

- “docs/evidence/ */verification.json —inmmutable point-in-tine MC evidence records
- “apps/apil/src/.../CountryService.kt: 11" —Kotlin coment docunenting what was repl aced

## Recovery

- "git checkout archive/bil ko-2026-04-28-pre-cleanup™ for full pre-cleanup state
- 'git stash apply stash@0}" for the 688 dirty entries (sha 8f18dc36)
- Individual branch restoration: “git checkout archive/2026-04-28/<branch>"

## Devi ations from Bl uepri nt

- "RUNBOXX. nd™ kept in root (nandatory per Section 15 line 1074)
- "BU LD-BLUEPRI NT. nd”, "~ CLAUDE. nd", "~CHANGELOG nd’, "PIPELINE. nd, " package.json’
“turbo.json’,

“settings.gradle.kts, ".env.exanple* also kept in root per Section 15
- " packages/ dat abase’ (current) maps to bl ueprint " packages/ database’
- " packages/core’ (Bilko-specific shared code, no direct blueprint anal og) kept as-is
- “design/® and “branding/  ended up doubl e-nested (" docs/design/design/",
“docs/ brandi ng/ brandi ng/ *)

due to "git mv' into pre-existing “docs/design/" and “docs/branding/" subdirectories
- " apps/api-express/” is a deviation fromblueprint (which expects only “apps/api/" Kotlin)
—this

is the active Express migration target, kept alive until MC #5125 migration conpl etes

## Ref erences

- ALAI - UNI VERSAL- BLUEPRI NT. nd Section 15

- MC #10027 (cl osed, superseded by #10034)

- MC #10034 (this work)

- MC #10044 (coverage glob fix, bundled into Phase 5d)

- ADR-020: "docs/ architecture/ ADR- 020- BACKEND- CANONI CAL- DEPRECATE- API - KOTLI N. nd”



